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INTRODUCTION

The Centurion Proximity Software suite, called LatticeWare, provides an advanced, graphical user
interface (GUI) to the Centurion Lattice proximity access control system.

The software is provided on a CD and is loaded onto a personal computer (PC), laptop, etc, and
enables a user to administrate, maintain and monitor the tags and tag-holders (tag-holders in a
company, residents in a town-house, etc) used on the access control system. (see Software
Installation instructions at the end of this manual)

The computer on which the software is loaded acts as a “server”, maintaining the database of all the
tags and tag holders as well as other parameters.

The computer is linked via a RS232 port to a take-up-head (TUH) which in turn is linked by a
communication bus cable to the L1000 main controller and the rest of the “physical” access control
system. The TUH can be mounted up to 150 metres away from the L1000.

The take-up-head acts as a link between the proximity system and the computer network, and
enables the administrator of the system to easily add, delete or modify tags using the TUH as a tag
reader.

Other computers on a standard LAN network may connect to the “server”), and then get access to
LatticeWare. E.g. A security guard at an entrance gate can have the photograph of a tag-holder
flashed up onto his screen as that user swipes his tag past the entrance reader of the complex.

Each computer that needs to have access to the server computer must be connected to the server
over a LAN, and have the relevant ancillary “client” program loaded.

The information stored in the database is accessible via a reporting system. Fields can be filtered and
sorted to extract pertinent information. There is also an export facility where information can be
exported into other programs, such as MS Excel, for additional analysis.

Software upgrades can be downloaded from our internet site and imported to existing systems (see,
Bootload devices on page 62)

Additional Information

This manual should be read in association with the following document:

Lattice Installation manual.
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INSTALLATION INSTRUCTIONS

It is assumed that the L1000 controller, the Take-up-head (TUH) and the Lattice Slave Head (LSH)
readers have been installed and correctly wired.

Requirements:
Centurion L1000 main access controller.
Centurion Take-up-head (TUH).
Centurion Lattice Slave Heads (if required)
RS232 serial interface cable between TUH and computer linked to RS232 port.

NB: this version of LatticeWare only works on a serial port (e.g. Coml). Itis therefore critical that the
computer on which the software is being loaded, e.g. a Laptop, has such a port.

Twisted pair communication cable (2 pair minimum)(e.g. CAT5 screened)(RS485).

Pentium class computer with a minimum speed of 500MHz, 128 MB RAM, 500 MB hard disk
and a CD Rom drive.

Server computer needs to run Windows 2000 or higher.

Optional web camera if tag-holder pictures need to be captured into the database and/or used
to create tag labels. (Downloaded .JPG images from a digital camera can be used)

Connections:
Ensure that the Centurion TUH is connected to an available serial port of the computer
(usually COM1 or COM 2) using the serial interface cable. Normally the computer has a 9 pin
DB9 connector.
Ensure that the Centurion L1000 main controller is correctly connected to the Centurion TUH
by means of twisted pair communication cable. (see L1000 installation manual for wiring
details — details on page 95 ).

Installing LatticeWare and LatticeWare Service software:

Insert the CD into the CD Rom drive.

The installation will start automatically, or else run the setup.exe executable in the root
directory of the CD.

Answer all prompts during the installation process.

Several programs are required before LatticeWare and LatticeWare Service can be installed on a
computer. These are included on the disc, and will be installed automatically if required.

Microsoft. NET Microsoft Data Firebird
Framework Access Components | Database
(MDAC) 2.8
LatticeWare Required Required
LatticeWare Service | Required Required Required
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If Microsoft Data Access Components is required a dialog similar to the one below will appear:

InstallShield Wizard ]

Latticetsare requirez that the following requirements be inztalled on pour computer prior to
« i inztalling thiz application. Click OF to beain installing these requirements:;

Status | Requirement
Pending Microzoft Data Access Components (MOAC) 2.8

kK I Cancel

@Click OK to continue.

Microsoft Data Access Components 2.8 Setup _El

End User License Agreement

Fleaze read the following license agreement. Prezs the PAGE DOWHN key to zee the rest of the
agreement. ¥ou must accept this agreement o inztall this software

MICROSOFT CORPORATION END-USER LICEN3IE AGREEMENT ﬂ

MHicrosoft Data Access Components 2.8

IMPORTANT-READ CAREFULLY: This End-User License

bgreement (M"EULAM™) iz a legal agreement hetween wyou

feither an individual or a single entity) and

Microsoft Corporation for the Microsoft software

product identified ashowe, which includes computer _J
-

anftrmare and matr inclnde sasanciated meadia nrintead

¥ | accept all of the terme of the preceding license agreement.

< Back I M et = I Cance

@If you accept the terms of the license agreement, then click “I accept all the terms of the
preceding license agreement.” Click Next > to continue.
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Microsoft Data Access Components 2.8 SP1 Setup ) _El

Installing the Software

Setup will now install Microzoft Data Accesz Componentz 2.8 SP1.

Click Finish o begin installation.

¢ Back I Finizh I Cancel |

@Click Finish

Microsoft Data Access Components 2.8 SP1 Setup ) _El

Setup is Complete

Setup has completed succezsfully.

Microsoft Data Acces: Componentz 2.8 SP1 haz been succezsfully installed on this system.

Click. Cloge to exit setup.

Cloze I Eanzel

@Click Close when the MDAC installation is complete. You might be required to reboot your
computer at this stage. Installation of LatticeWare cannot continue until your computer has
rebooted. Once your computer has been rebooted, the LatticeWare installation will continue
automatically.
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If Microsoft .NET 1.1 Framework is required the following screen will appear:

InstallShield ) =]

@ Latticetdare optionally uses the Microsoft (R LJMET 1.1 Framework, ould wou like to install it now

Yes Mo |

@Click “Yes” to install the Microsoft .NET 1.1 Framework.

=101 x|
.- f| License Agreement

Microsoft ) | :l

(& copy of this license is available for printing at
hitp:fizo ricrosoft corufelind?Linkld=12283 )
¢ SUPPLEMENTATL END TIGER

= LICENSE AGEEEMENT FOE
MIOROSOET SOFTW ARE &

| have read, understond and agree ta the terms af the
End Uszer License Agreement and =0 signify by clicking
" agree” and proceeding to uze thiz product.
i | agee

= {* | do not agree

Izt Cancel |

@If you accept the terms of the License agreement, select “l agree” and click “Install”.

iiF Microsoft NET Framework 1.1 Setup j =10} x|

Installation of Microzoft MET Framework 1.7 iz complete.

@Once the Microsoft .NET Framework installation has finished click “OK”.

InstallShield x|

& 1603: Error installing Microsaft(R) .MET Framewark,
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There may be an error installing the Microsoft .NET 1.1 Framework if the Framework already exists
on the computer. In case, run the Setup.exe again, but select No in step O.

=

1! LatticeWare - InstaliShield Wizard 3]

Welcome to the InstallShield Wizard for
LatticeWare

The InstallShield{R) Wizard will install Latticedyare on wour
computer, To continue, click Mext,

WARMIMNG: This program is praotecked by copyright law and
inkernational kreaties,

« Back Mexk = ] [ Cancel

Click Next >

il LatticeWare - InstaliShield Wizard

Customer Information

Please enter your information,

User Mame:
!.ﬁ.Han Ridley

QOrganization:

iCenturiDn Syskems

Install this application For;

(¥ Anyone who uses this computer (all users)
) only For me (allan Ridley)

[ « Back ][ Mexk = ] [ Cancel

@Click Next >
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ﬁ! LatticeWare - InstallShield Wizard

Custom Setup

Select the program features you wank installed.

Click on an icon in the lisk below to change how a Feature is installed,

gv —— Feature Descripkion

= 3 | Lattice'Ware Service
¥ - | Lattice Backup
¥ - Service Manager

This Feature requires 156KE on
vour hard drive, It has 0 of 2
subfeatures selecked, The
subfeatures require 932KE an
vour hard drive,

Inskall ko

Space « Back ” ek = ] [ Cancel

@Click Next >

If both LatticeWare and LatticeWare Service are required on a computer (the typical installation
when only one computer at a site is required) then click on the red cross next to LatticeWare
Service and select “This feature will be installed on local hard drive”. If only the LatticeWare client
is required, then ensure that there is a red cross next to LatticeWare Service, Lattice Backup and
Service Manager by clicking on LatticeWare Service and selecting “This feature will not be
available.” In this case, skip through to step O.
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15 LatticeWare - InstallShield Wizard

Custom Setup

Select the program features you wank installed.

Click on an icon in the lisk below to change how a Feature is installed,

o v | LatticeWare Feature Descripkion

= l W orl| cw&;&ﬁfﬂcﬁ*

=) This feature will be installed on local hard drive.
=33 This Feature, and all subfeatures, will be installed on local hard drive.
=0 This Feature will be installed when required. ;n
¥ This Feature will nok be available. b
| wour hard drive,
Install to:
Change. ..

Installshisla

Space < Back ][ Mexk = ] [ Cancel

@Click Next >

15 LatticeWare - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install ko begin the inskallation,

If wou wank ko review or change any of your installation settings, click Back, Click Cancel ko
exit the wizard,

In=tallshisla

@Click Install

< Back ][ Install ] [ Cancel
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If the Firebird System is required the following dialog box will appeatr:
Select Setup Language %)

Select the language to uze during the installation:

English ]

[ QK ][ Cancel ]

@Click OK

15 setup - Firebird Database Server 1.5 M= <

Welcome to the Firebird Database
Server 1.5 Setup Wizard
Thig will install Firebird 1.5.2.4731 on pour computer.

It iz recommended that vou cloze all other applications before
continLing.

Click Mest to continue, or Cancel o exit Setup.

M et = ][ Cancel

@Click Next >
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ri_%] Setup - Firebird Database Server 1.5

License Agreement
Fleaze read the following important information before continuing.

Fleaze read the following Licenze Agreement. v'ou must accept the terms of this
agreement before continuing with the inztallation.

INTERBASE PUBLIC LICEMSE [ |
"erzion 1.0 |
1. Definitions.

1.001. "Commercial lze" meanz diztnbution or othenwize making the Covered Code
available to a third party.

1.1, "Contributor" means each entity that creates or contributes to the creation of

M odifications.

1.2. "Contributar Vergion" meanz the combination of the Original Code, priar
todifications used by a Contributar, and the Modifications made by that particular
Contributor. v
1.3. "Covered Code" means the Original Code or Modifications or the combination [

(%) accept the agreement

{1 do not accept the agreement

¢ Back “ M et = l[ Cancel

@Read the License Agreement, and if you accept the terms of the agreement, click “I accept
the agreement” and Next >

ﬁ%—'ﬁetup - Firebird Database Server 1.5 g w3

Information
Fleaze read the following important information before continuing.

Wwhen you are ready to continue with Setup, click Nest.

Firebhird Dlatabase Serwver 1.5 Z :A;

This document is a guide to installing this package of
Firebird 1.5 on the Win3z platform. These notes refer
to the installation package itself, rather than
Firebird 1.5 in general.

Contents

o BEefore installation
o Installation oh systems with Firebird 2.0 [ e |

¢ Back “ M et = l[ Cancel

@Select Next >
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ﬁ' Setup - Firebird Database Server 1.5

Select Destination Location
Ywhere should Firebird D atabase Server 1.5 be inztalled?

‘;__J Setup will install Firebird Database Server 1.5 into the following folder.

To continue, click Mest. [F you would like to zelect a different folder, click Browse.

C:\Pragram Files\Firebird\Firebird_1_5

Ak least 1.4 ME of free disk space iz required.

¢ Back “ M et = ][ Cancel

@Select Next >

ﬁ'SEtup - Firebird Database Server 1.9 g Ol {4

Select Components
Ywhich components should be installed’?

Select the components pou want to inztall; clear the components pou do not wantk to
inztall. Click Mest when you are ready to continue,

Full inztallation of Super Server and development tools. vi
(&) Super Server binary 15ME|
[ Clazsic Server binary 1.3ME|
| 1
|[#] Server components 1.7 ME|
|[#] Developer and admin tool: components 47 ME |

Current zelection requires at least 9.2 MB of dizk space.

¢ Back “ M et = ][ Cancel

@Select Next >
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ﬁ'SEtup - Firebird Database Server 1.5 g =

Select Start Menu Folder
Ywhere should Setup place the program's shortcuts?

Setup will create the program's shortcuts in the following Start Menu folder.

To continue, click Mest. [F you would like to zelect a different folder, click Browse.

Eitebitd 1.5

[ ] Don't create any icons

¢ Back “ M et = l[ Cancel

@Select Next >

ﬁ' Setup - Firebird Database Server 1.5

Select Additional Tasks
Ywhich additional tazks should be performed?

Select the additional tazks pou would like Setup to perform while instaling Firebird
Databaze Server 1.5, then click Mext.

Ilze the Guardian to control the server?
Fun Firebird zerver as:
i Bun a2 an Application?

(%) Fun az a Service?

Start Firebird automatically everytime pou book up?

[ ] Copy Firebird client library ta <systerns directan?

enerate client libram az GDS32.DLL for legacy app. support?
"Install Control Panel Applet ™

¢ Back “ M et = l[ Cancel

@Select Next >
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ﬁ' Setup - Firebird Database Server 1.5

AEIx]

Ready to Install

computer.

change any gettings.

Drestination location:
C:AProgram Filez\Firebird Firebird_1_5&

Setup bppe:
Full inztallation of Super Server and development toolz.

Selected compaonients:
Super Server binar
Server companents
Developer and admin toal: components
Client companents

Start kenu folder:

Setup is now ready to beqin instaling Firebird D atabaze Server 1.5 on vour

Click Install to continue with the installation, or click Back if you want to review or

@Select Install

ﬁ' Setup - Firebird Database Server 1.5

Information

Wwhen you are ready to continue with Setup, click Nest.

Fleaze read the following important information before continuing.

|

Firebird 1.5.Z (WMin3Z Build)

o Introduction

o Stability

o0 Installation of the binary package
o Installing from the =zip package

o Installation of the embedded serwver
o Frnown Issues

o 50L Language documentation

o Beporting Bugs

@Select Next >
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15! Setup - Firebird Database Server 1.5 M= <

Completing the Firebird Database
Server 1.5 Setup Wizard

Setup has finizhed installing Firebird D atabase Server 1.5 on
your computer. The application may be launched by selecting
the inztalled icons.

Click. Finizh to exit Setup.

Start Firebird Service now?

<Back || Finish

@Select Finish

15 LatticeWare - InstaliShield Wizard <]

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Lattice\Ware.,
Click. Finish ko exit the wizard,

I Launch Latticew'are Service Manager
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LATTICEWARE SERVICE MANAGER

If the LatticeWare Service Manager was installed, then the option to launch it appears. To launch
the Service Manager, tick the checkbox marked “Launch LatticeWare Service Manager”. Select
Finish to complete the installation.

If the LatticeWare Service Manager (Service Manager) is launched, the following icon will appear
in the system tray (bottom right corner of the screen). The Service Manager is the item that looks
like a traffic light and indicates if the LatticeWare Service is running or not. If the service is stopped,

the traffic light is red. & The traffic light goes yellow if the service is starting or stopping, and
e TS e sl T

=] 10:37 aM

shows green if the service is running.

Skart

Shiow Dt ail
Abiouk

B Exit

SNEE S

To start the LatticeWare Service, right click on the Service Manager icon, then select “Start”. When
right clicking on “Show Details” LatticeWare Service Manager will open.

What is LatticeWare Service?

e Windows Service
— Starts automatically when PC boots up
— Only runs on NT based computers (2000, XP, 2003)
* No user interface (hence LatticeWare Service Manager)
e Functions:
— Passes information to client computers (running LatticeWare)
— Access Control
— Transaction logging
— Timed Functions (Time barring, Time lock, Timed APB)

What does the Service Manager do?

e The Service Manager acts as a watchdog for LatticeWare Service
e Simplifies the starting and stopping of Lattice Service
« Allows Service Settings to be altered (e.g. COM Port)

Using LatticeWare Service Manager

e Consists of 6 different tabs
— Settings
— Notifications
— Registered Clients
— Maintenance
— Readers
— Service
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— Transactions
SERVICE
* Controls the service
— Stop
— Start

e Shows number of tags in PC and Controller databases

&b Latticeware Service Manager

SETTINGS

e Serial/COM port can be changed
 Remoting details can be changed
« Database settings can be changed
e System Settings
— Contention Resolution
— Auto start the Service Manager
— Controller connects to a PC
— Tags with timing open if PC is disconnected
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2% | atticeWw are Service Manager

MAINTENANCE

Can force synchronization between the Controller and PC
Allows Bootloading of the Controller and Slave Heads
Allows the Admin Password to be changed

Database Synchronization

When the PC and a Controller connect a session ID is set up

Prevents an old PC or Controller from accidentally being connected to an existing system
overwriting the system

If the Session IDs of the PC and Controller match, then the synchronization occurs.
Controller stores tags with a Tag Index for easier searching

Controller sends tag information to PC

PC sends tag information to Controller

Controller sends reader information to PC

PC sends reader information to Controller

Database ends up as a merged combination of the two original databases

Bootloading Devices

Bootloader allows the firmware of new products to be updated

— Bug fixes

— Added features
Firmware is encrypted to protect the Intellectual Property
Bootloader program in memory of device decrypts program and rewrites program memory
Bootloader interface device required, except for LatticeWare where the TUH performs this
function
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e ron ToeTeader M=%
& |=>| @
Open | Send | Stop | Get.. | Upd.. | Fea... | BL On| BL D) kfulti..

— T arget Address Upgrade Information

‘MM F =

— Code Versions —Product Yersions

Product: I Praoduct; I

lhiple Devices

Firrrwsare: Firrrwsare:

Hardisare: Hardware:

Processar: I Serial No: I

* Select Address of Device to be bootloaded

— Tanget Address T

mm p ._Ej ™ MubpeDovice: II

* View version information of device and code

- Code Versions — Product Versions
Prcduct |AEL Product: AEL ,
Fimware: [1.08 Femware: [T0008
Hardware: H-III : Hardwars: |3.IZI —
Proceszor |PICTEFETEA | SenalMa: (14 |

Bootloading Process

1. Open encrypted file (*.ENC)

ua

=
Open

2. Choose address of device (only for devices with addresses that can be altered)
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— Target Address
oM

1 =
—_—

3. Go into bootloader mode (BL On)

EL On

4. Send encrypted file to device (Send)

-
Send

5. Turn off bootloader mode (BL Off)

EL Cff | |

E:Cenﬂt‘u rion Bootloader

E | > |0
Open | Send | Stop | Get... | Upd.. | Rea.. | BL On| BL O | Bl

— Target Address I Upagrade Information
i m 15 aﬁ [ Multiple Devices I|

- Code Yersions Product Wersions

Product: ]AEU
Firmware: 11_0,8
Hardware: IB.D

Product: IAEU
Firrmware: I1,D,DDB
Hardware: IS.EI

Processor ’P|E1 BFE7EA Senial Moo IM

Erasing device............. Eraze complete.
WMriting program LEWOXY. ..

EEPROM wersion updated.

Firmware wersion updated.

Hardware wersion updated.

Product code updated.

Sending successful on address &

Time taken: 0:00:48

100% Time Taker: 00:00:47. Time Remaining; 00:00:00.
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Bootloading multiple devices

* With devices on a network (e.g. LSH) each device has a unique address
e Can bootload each of those devices sequentially

1. Open encrypted file (*.enc)

ua

=
Open

2. Click “Multiple Devices”
Targed Addresz -

“"m B =] 7 Hukela Devices H

3. Choose devices to bootload
[E St Mattiple Davices [ [=1 % )

Clevaes | r
O Crmn 2 addess 1
L Cwvcn o ks 2
O Devvicn ot acdmes 3
O Cevcs 2 a4
[ v 8 mchckess 5
O Dasien 5t mstebvmes £
O b 3 e F
O Do R ackdmss B
[ Davsien 50 mstebrmes 5
O] e @ acdes: 10
O Cievomcm o cickmas 11
O Dwve o ackdmer 12
O v 8 wcdmes 13
2 0 evvmcem 58wk 14
O Dervicm ot acdimer 15
O Davvies ot ackebmet 16 e

% Cod_|

e Online devices shown in green

4. Click “Multiple Devices”

b ualti...

Exiting Bootloader

e Controller does not send any information to other devices while a device is in bootloader

mode
e Must exit bootload process to get Controller to resume communications
f = = =1
Bootloader mode active E

,\:.:) The device is still in bootloader mode, Do wou want ko take it out of bootloader mode?

Yes Mo ancel
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NOTIFICATION

< Displays information relevant to system
— Connection status
— Client registration information
— Errors

Z% LatticeW are Service Manager

1EI£'I /2006103722 A | Service Started.
101842006 10:42:42 AM | Mew Server Client registered: 3107445361 from CHRIS
101872006 10:42:51 AM | Mew Server Client reqistered: 4042647827 from CHRIS
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APPLICATION LOG

« Intended to show the rate at which commands are being passed between the Controller and
the PC

e Currently disabled

ZF Latticeware Service Manage

. 200641, Msinsta.. MNone 172g ADMIM... CHRIS
. 20061, DwMR.L.  MNone 12 M2, CHRIS
. 20064, DwWMR..  MNone m M2, CHRIS
. 200841, Firehird..  Mone 251 M, CHRIS
. 2006841, SceCl Mone 1704 M2, CHRIS
. 20061, NMSSvc  Mone TE7F7216 WA CHRIS
. 20084, DWwWMR..  MNone 108 M2, CHRIS
. 20064, Firekird...  Mone 251 M, CHRIS
. 200841, SceClh Mone 1704 MW, CHRIS
. 20064, NMSSve  Mone 1B777216 WA CHRIS
. 20061, DWMR.. Mone 108 M, CHRIS
. 20064, Firekird..  Mone 251 M, CHRIS
. 200841, SceCl Mone 1704 M2, CHRIS
. 20064, NMSSvc  Mone 1B777216 WA CHRIS
. 200681, DwMR..  MNone 108 M2, CHRIS
. 2006A1..  Firebird..  Mone 251 [REES CHRIS
. 200841, SceCl Mone 1704 M, CHRIS
. 20061, NMSSve  Mone 1B777216  WhA CHRIS
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REGISTERED CLIENTS
< Display the clients that have registered with LatticeWare Service

Z¥ LatticeW are Service Manager

404284?82? CHRIS Server Clent

READERS

e Gives the status of the Slave Heads in the system
— Online/Offline
— In the database/Not in the database

£% | atticeWare Service Manager r|—_ l_

P P e
T e S

Mo readers found
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LOGGING-IN AND ENVIRONMENT
Logging In:

It is assumed that the software is installed on the server computer

@Click on the LatticeWare icon and the following “splash” screen will appear.

NOTE: the software revision is shown in the top left-hand side of the screen.

LatticeWare 1.0.3

Should you require any assistance with
this package. please contact Centurion
Systems on 0171-693-2400, or
www.centsys.co.za. Please be aware
that legislation states that this system
may not be used as partofa Time and

Attendance system as it currently stands. -~
If you would like to continue please click = # b
OK. or click Cancel to exit the program. CENTURION

THE AUTOMATIC CHOICE

Figure 1 - Lattice Splash screen

@Click OK
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The following screen will appear allowing you to connect to a database (if you maintain multiple sites)

@Select the name of database you require.

&8 Choose Database Ol x|

| Name I Server I Location I
Lattice\Ware localhost C:\Program Files‘Centurion Systems*|atticeWar. ..
localhost C:\Program Files"Centurion Systems*Lattice\War...

Apply

UG

Figure 2 - Choose database screen

@Click OK

The “username” and password screen appears

x

Enter username and passwaord

User name: Iadministlator | OK I
Passwaord: I |
[T Change password?

Figure 3 - Password screen

NOTE: The default password is “1111".

@Click OK.
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After logging in successfully, a window similar to the following screen will be presented, (see Figure
4). This is the central “dashboard” from which all operations are controlled. The screen comprises
the standard windows interface with menu bar, information tabs, and actions icons (e.g. Add(+),
Delete(-), etc).

o
File Edit Tools Settings Reports Service Manager Help
Tag Holders |Tags | Reader Displayl Readers | Freas | Transactions | Reader Log I Door Monﬂorl Lnits | Time Periods | Access Groups | Access Mapping | Tag Holdersin Access 4] *
+|—|=lol5]
Sumame | Prefemed Name | First Name | Employee M... | Job Title | Cost Code | Siter | Status Colour Separation:
|None 'i
Tag Holder Information —
Photo:
4| | 13|
Transaction Time Tag Number Tag Holder Reader Name | Area From | Area To | Access Status
administrator | HOV(OYis offipe ] €2
Figure 4: Screen showing the typical “dashboard”.

NOTE:
- The person who is logged in is shown at the bottom left-hand side of the screen (i.e.

“administrator” in this example)

On the bottom right-hand side of the screen there is a small icon that indicates whether

LatticeWare is linked to a L1000 controller. (in this case the icon is shown as -

Disconnected from Controller)

The red bar at the bottom of the screen indicates proximity reader heads which are

registered on LatticeWare, but are off-line. The line scrolls through all heads that are off-

line. (In the screen dump shown, only head number HO1(0) is shown as off-line, but this

purely because the information is frozen for the screen dump)

The blank space between the logged-in user and the scrolling message bar is an additional

message bar which will provide additional information of the operation of the system. (see
Figure 93 on page 86 for an example)
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TOOLBARS
There are 3 different menu/tool-bars which provide the means to navigate and manipulate data.

Windows menu bar

This toolbar is similar to the classic MS Windows menu bar with the well-known “File, Edit, Tools....."
etc, type menus used to setup the system, select reporting functionality, etc. (see Figure 5)

& LatticeWare

File Edit Tools Settings FReports  Service Manager  Help

Figure 5 - Windows type menu bar

Information tabs:
The information tabs provide access to, and editing of, the stored database information.

| Tag Holders I Tags I Reader Displayl Readers I freas  Transactions | Reader Log I Door Mon'rtor|

Figure 6 - Information tabs

When the application is opened, the last used information tab is displayed. In a new system the
screens would be totally un-populated. (see Figure 4).

Action lcons

The action icons shown in Figure 7 below enable you to start up regularly used function instead of
invoking them from the Window menu bar.

|+ =20

Figure 7 - Action Icons

The Add (ﬂ) icon is used to enter totally new information not already captured into the
system.

The Delete (ﬂ) icon will completely remove all details of the tag-holder from the database and
should be used carefully. Figure 8 shows a typical warning message that is given before
allowing a deletion of a tag holder’s details.

! E Are you sure you want to delete this employee?
L

Yes | Mo |

Figure 8: Warning message before deletion of a tag holder.

The Edit (ﬂ) icon allows information already captured into the system to be modified.

The Refresh (ﬁ) icon will ensure that all information on a screen is updated to the latest
available.

The Printer (Q) icon will print information to the printer.
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DATA CAPTURE ORDER FOR INFORMATION TABS

It is recommended that the following steps are followed to commission the system

1.

2.

9

Using the “Site” tab, create a name for the site in question. (e.g. “Centurion Head Office”).
Usually there would be only 1 site.

Using the “Units” tab, create the (business) unit(s) that exist for a site. (e.g. In a hospital
there could be the following business units:- Obstetrics, Physiotherapy, ICU, Trauma unit,
etc)

Using the “Areas” tab, create all the areas that exist within the site. (e.g. Reception area,
Sales Office, Admin office, Production area, R&D wing, Computer room, etc)

Using the “Time periods” tab, create names for time periods during which readers would
grant access to tags. (e.g. Normal Working hours might be defined as the time period 7h30
to 17h30 on weekdays only (Monday to Friday).

Using the “Access Groups” tab, create names for groups of people who would have
identical access rights. (e.g. Sales People could be a group which includes all sales clerks
in a company).

Using the “Access Mapping” tab, create mappings of what “Group” is allowed access into
a particular “Area” during a certain “Time Period”. (E.g. one of the Access Mappings could
be that the “Sales People” are allowed into the “Sales Office” anytime during “Normal
Working Hours”.

Using the “Tag Holders” tab, enter the details for any tag holders (e.g. tag-holder in a
company, or residents in a town-house complex, etc). This can be done person by person,
or if a list already exists in electronic format, this list can be imported (see Importing Tag
Holder details electronically setup on page 47)

Using the “Tag” tab, add tags to the system. There are many ways in which tags can be
entered into the system. (see

16. Adding tags on page 61)

Page 35



LatticeWare Software V1.0.3 3 @ CENTURION

POPULATION OF DATA IN INFORMATION TABS
The following sections detail how to enter information into the various information tabs

Sites tab

The sites tab (see Figure 9) is where information pertaining to the geographical location of installed
site is recorded.

,ﬂ' LatticeWare

_|of x|
File Edit Tools Settings Reports  Service Manager  Help
Areas I Transactions I Reader Log I DoorMonﬂorI Units I Time Periods I Access Groups I Access Mapping | Tag Holders in Access Groups  Sites | 1 | L4
+| =] =@l
Site | Description I
Centurion Test This is a test site for demonstration purposes
Transaction Time | Tag Mumber | Tag Holder | Reader Name: | Area From | Area To | Access Status
4| | ]
[administrator |

Becepfion (Conl (Misoffie | &8

Figure 9: Site information screen
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Edit/Add site
A description can be added to the name of the site and this site can be colour coded. This is useful

later when viewing tag-holders who take on the colour of the site to which they belong. (See Figure

10)
X|

2% Edit details for site: Centurion Test

Name | Addresses I

— Location Information —Colour Information

Site Name:
|Cerrtun'on Test
Change Colour |

Description:
This is 5 test site for demaonstration purposes k |

— Telephone Numbers
Telephone:
{0116992400

Fax Mumber:
[0117043412

| 0K | Cancel ~| =]

Figure 10: Screen showing name details of a site

Add/Edit site addresses

This screen (Figure 11) allows you to add/edit the address details for the tag holder.

,ﬂ!‘ Edit details for site: Centurion Test x|

Mame Addresses |

—Addresses
—Physical Address —Postal Address
Line - |Centurion Line - |F O Box 506
Line 2: I'IA!»E Epsom Avenue Line 2: I:nu||>
Suburb: INDrth Riding Suburb: IClElmewiew __Ll
City: IHandburg City: I:null> i|
Province: I Province: I
Paost Code: |2-|54 Post Code: Izq}gﬂ.
Country: |S|:ul.rth Africa Country: |S|:uuth Africa
[" Paostal Address same as Physical?

| 0K | ol il'LI

Figure 11: Screen showing Address details for a site

TIP: If the postal address is the same as the physical address, first fill in only the physical address
details and then click on the “Postal Address same as Physical?” check box to copy all the physical
address details to the postal address fields.
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Units Tab

The “Units” information tab provides a means of grouping tag holders in groups called units (e.g.
business units). This is useful when searching and listing information later (see Figure 12).

X

File Edit Tools Setbngs Reports  Service Manager  Help

Areas I Transactions I Reader Log | Door Moniter - Urits |Time Periods | Access Groups I Access Mapping | Tag Holders in Access Groups I Sites I a I L
+|—| 2|0
Name | Desiiption | site |
Cricket Cricket Unit Centurion Test
Personalrbes Famous Personalties Centurion Test
SA Rugby Unit Centurion Test

Transaction Time | Tag Mumber | Tag Holder | Reader Name | Area From | Area To | Access Status
4| | H
[administrator | Recepbon(Conl (D)isoffine. | €D

Figure 12 — Screen showing the Units information tab

Add/Edit Units

A description of each business unit can be created using the “add” icon and later maintained using
the “edit” icon. The following screen shows the information that can be entered.
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(& CENTURION

MName I

—Colour Information

C?ﬂ'bgeCdmn’l

—Location Information
Unit Name:

IHugtq.'

Description:

SA Rugby Unit

< -

Site:
Centurion Test

=

= ]

| oK

Figure 13 - Screen showing editing of a "Unit"
Areas Tab

An Area is the physical area where a tag-holder normally carries out work duties. A site usually has
multiple areas e.g. R&D area, Sales area, Production area, etc (Figure 14).

il
File Edit Tools Sethinos  Reports  Service Manager  Help
Tag Holdersl Tags | Reader Disprlayl Readers  Areas |Transactions| Reader LogI Door Mon'rtorl Units | Time F‘eriodsl Access Groups | Access Mappir 4 I 4
+|—|=|0|
Areg | Description |
Admin Admin Office
Reception Reception area
Sales Sales Office
Transaction Time | Tag Number | Tag Holder | Reader Name | Area From | Area Ta | Access Status
| |
administrator | Admin(HOT) (Wisoffie. E2

Figure 14: Screen showing Area Information
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Add/Edit Areas information
The name and description of an area can be changed as shown in the screen below (Figure 15).

Xl
Area Information |
Employees Present:
Area Name: Bloggs, Joe {Joe)
IAcImin Mandela, Nelson (Melson)
Description:
Admin Office

<l

" Access Disabled?

. i

Figure 15 - Screen showing Edit screen for "Area" information

Access Disabled?:
If the Access Disabled check box is ticked, then none of the readers which lead to this area will allow
anyone access to the area, until the checkbox is un-ticked.

Tag-holders Present:
If the system is linked to the Lattice access system, then all tag-holders who are currently within this
area will be shown.
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Time Periods Tab

This tab shows the time periods during which a reader will grant access to a valid tag. Any number of
combinations can be created to suit site requirements.

i
File Edit Tools Settings Reports  Seryvice Manager Help
Tag Holda’sl Tags | Reader Displayl Headersl Areas | Transactions I Reader Log | Door Monitorl Units ~ Time Periods Iﬂccess Groupsl Access Mappir 4 I 4
+|—|=|0l
MName | Description | Time In | Time Out | Day of the Week |
Aftemoon Access durng weekday aftemoons onty 12:00.00 PM  D6:00:00 PM  Week days
Full day Full day access 07THOD to 18HOD 03.00:.00 AM | 05:00:00 PM | Week days
Momings Access during weekday momings only | 08:00:00 AM | 12:00:00 PM | Week days
Weekday All weekdays Mon to Fri 07:00:00 AM | D6:00:00 PM | Week days
Weekly Lunch time Lunchtime 12 to 13HD0 12:00.00 PM | 071:00:00 PM | Week days
Transaction Time | Tag Number | Tag Holder | Reader Name | Area From | Area To | Access Status
L 111
administrator P 1 T O T ree—— | E5

Figure 16 - Screen showing "Time periods".

Add/Edit Time periods

The following screen (Figure 17) shows how Time periods can be added or edited.

2% Edit Time Period: Afternoon x|

Time Periods |

Name ™ Time In: Time Out:
Ip'-“d'lemoon I‘IZ:{H}:[H} :‘ |1E:1}E':I}I} j‘
Description: Day of the \wWeek:

Access durng weekday sftemoans IWeek days j

oy

[ o« | Comwad | =~ |

Figure 17 - Screen showing Add/Edit "Time Period" information
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As will be seen from Figure 17, a name for the Time Period is compulsory. For each name select a

“Time In”, “Time Out” and a “Day of the Week”. Use the drop down’s to select a time, or day of the
week.

NOTE: It is NOT possible to select a calendar day e.g. 17" Sept 2006.

Access Groups Tab

The Access groups tab provides a way to group specific tag holders into groups that will have
similar access rights. E.g. certain tags could be created as a “Visitor” group. These tags might be
granted fairly wide access rights to the building, but can then be disabled when the visitor leaves.
Similarly, you could create a group called “Maintenance” which might be given to cleaning or
maintenance crews that would be granted access to certain areas, or at specific times.

29 | atticeWare o [m] 5]
File Edit Tools Setkings Reports Service Manager Help

Tag Holders I Tags I Reader Displayl Readers I Arezs I Transactions I Reader Log I Door Mon'rtorl Lnits I Time Periods  Access Groups Iﬂccess Mappir 4 | *
+[—| 2|0

Name | Diescription
Aftemoons only | Access during weekday momings only No
Day uszer Thiz group enters only during the day Mo
Maintenance  This tag used by maintenance crews vistting our facility Yes
Momings only  Access durng weekday moming only Mo
Vigitor Thiz tag holder would be for visitors fes

| Disabled |

Transaction Time | Tag Number | Tag Holder | Reader Mame | Area From | Area To |

Access Status

1

2

administrator Reception (Conl (OYisoffine. €3

Figure 18 - Screen showing "Access Groups"
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Add/Edit Access groups information

MName |

—Access Group Information —Colour Information
Access Group Name:

IN‘temnons only
il Change Colour
Description;

Access during weekday momings only

<=

" Disabled?

o 1 o | s

Figure 19 - Access Groups add/edit screen.

The screen shown in Figure 19, allows creation and editing of the Access groups. The groups can
be colour coded for ease of later analysis and the “Disabled” tick box provides a simple way to
disable all tags which form part of this group.

Access Mapping Tab

The screen shown below lists the matrix of Areas, Access Groups and Time Periods that are linked
to give unique tag-access. E.g. consider the highlighted linein

Figure 20 below. This shows that the Visitor access group, will be allowed for the Full Day time
period into the Reception area (provided of course, that the Visitor access group is NOT disabled).
N _|g|5||

File Edit Tools Settings Reports Service Manager Help

Tags I Reader Displayl Readers | Areas I Transactions | Reader Log I Door Monﬂorl Units I Time Periods | Access Groups  Access Mapping ITElg Holde 4 | *

+|—| 2| Q|

Area | Access Group | Time Period |

Admin Day user Weekday

Admin Visitor Full day

Admin MMomings only Momings

Admin Afternoons only AMtemoon

Reception Maintenance Full day

Reception Visitor Full day

Sales Visitor Full day

Sales Maintenance Full day

Transaction Time | Tag Number | Tag Holder | Reader Name: | Area From | Area To | Access Status
g s
[administrator | (=P T S —— €D

Figure 20 - Screen showing Access Mappings
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Add/Edit Access-Mapping details

The upper section of the screen shown in Figure 21 below is broken up into 3 sections. The left-
hand section shows Areas that exist in the system, the middle section shows the Access Group
that is permitted access into an Area and the right-hand section lists the Time Periods during which
access will be granted. The lower section of the screen shows the current mappings that already

exist.

To create a new mapping, highlight one (or more entries) in each the three columns on the upper
section, and then click on the “Add Access Mapping” button. The new selections will be listed in
the lower section.

E.g. in the screen shown the following selection is being created:

Tags belonging to the Visitor access group (if not disabled) will be granted access to the

Sales area for the time period called Full day.

To delete a selection(s) simply highlight them in the lower section and click on the “Remove
Access Mapping” button.

=10] x|
Area Description MName Description Disabled | Name | Description |
Admin Admin Office Aftemoons anly | Access during weekd...  No Aftemoon Access during weekday aftemoons only
Reception  Reception area Day user This group enters onfy...  No Full day Full day 07HD0 to 1BHDD I
Sales Sales Office Mairtenance | This tag used by main... | Yes Momings Access during weekday momings only
Momings only | Access during weekd... | No Weekday All weekdays Mon to Fri
Wisitor This tag holder would ... Yes Weekly Lunc... | Lunchtime 12to 13HOD
a T T | o]al | ol
Add Access Mapping | Remove Access Mapping |
Area | Access (Group | Time Period |
Admin Day user Weekday
Admin Wisitor Full day
Admin Momings only Maomings
Admin Aftemoons only Aftemoon
Reception Maintenance Full day
Reception Wisitor Full day
Sales Visitor Full day
Sales Maintenance Full day
OK Cancel
| /

Figure 21 - Access-Mappings matrix setup screen
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Tag Holders Information Tab

The screen dump shown in Figure 22 lists the details of Tag-holders that exist in the system. This
screen shows a summary of the names and other pertinent information related to each tag holder.

R=EY
File Edit Tools Settings Reports  Service Manager  Help
Tag Holders ITags I Reader Displa}'l F-headersl Areas I Tlansadionsl Reader Log I Door Mon'rtorl Units I Time Periods I Access Groups I Access Mappir 4 I L4
+| =203
Sumame | Prefemed Name | First Name | Employee N_. | Job Title | CostCode [ St colour LR
Bardotte Bridget Bridget 005 Hooker <null> Ce Im
Bloggs Joe Joe 000 Software Programmer <null= Ce
Bronsoon Charles Charles 007 Actor <null> Cojie —
De Villiers Vinnige Fanie Fanie 001 Seamer <null= Ce Tan H.cﬂder iR
Donaldson Allan Allan ooz Fast Bowler <null > Ce Pheto:
Hefmeyerd Steve Steven 005 Singer <null> Ce
Kramerville David Diavid 008 Singer <null > Ce
Fhodesdene Jonty Jonathan 004 Figlder <null> Ce
Smitty John John (L5 Hooker <null= Ce
Symeoxman Pat Patrick o Spinner <null> Ce
Last Reader:
|Reception {Con)
Last Area:
|Adn'|in
4] | 2l
Transaction Time | Tag Mumber | Tag Holder | Reader Name | Area From | frea To | Access Status
4| | =
[administrator | o e T v T e —— &2,

Figure 22: The default tag holder screen

In Figure 22 a photograph (if created during set-up) of the tag-holder that is highlighted, (e.g. in this
case Joe Bloggs), is shown to the right of the screen as well as an indication of the last reader that
was tagged (e.g. the reader called the Reception reader), and the Area in which the tag holder was
last in (Admin).

An alphabetic (or numeric) database sort can be invoked by using the mouse to click on any of the
heading field blocks (e.g. Surname, Preferred Name, etc). The sort toggles A-Z or Z-A each time the
heading is clicked.

The Figure 23 below shows where the Surname field has been sorted in reverse order (i.e. from Z to
A)
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£ LatticeWare L -10] x|
File Edit Tools Settings FReports  Service Manager Help
Tag Holders |Tag3 I Reader Displayl Readers I Areas I Transactions I Reader Log I Door Moni'torl Units: I Time Periods I Access Groups I Access Mappir 4 I L4
+|~-|=ol5]
Sumame | Preferred Name | First Name | Employee N... | Job Title | Cost Code
Symcoxman Pat Patrick 010 Spinner <nullz
Smitty John John 006 Hooker Znull>
Rhodesdene Jonty Jonathan 004 Fielder nullz
Kramerville David David 008 Singer aull=
Hofmeyerd Steve Steven 009 Singer <null>
Donaldson Allan Allan 00z Fast Bowler <null:
De Villiers Vinnige Fanie Fanie 001 Seamer <nullz
Bronsoon Charles Charles 0a7 Actor <null
Bloggs Joe Joe 000 Software Programmer null=
Bardotte Bridget Bridget 005 Hooker null=
Last Reader:
IHecep’[ion ([Con)
Last Area:
|Ac|n1in
4| | |
Transaction Time | Tag Mumber | Tag Holder | Reader Name | Area From | Area To | Access Status
4| | H
[administrator | LT T T T T — ES

Figure 23: Screen showing Surname sort from Z to A.

A useful additional feature is provided by the Colour Separation drop-down on the right-hand side of
the screen. By clicking on the drop down it is possible to sort the tag-holders on an additional
parameter by colour coding. E.g. Figure 24 below shows information highlighted by “Unit”.

NOTE: Remember to refresh data (using the refresh icon, \gl) if the “Colour Separation” drop-down
is changed.
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£ LatticeWare ' -0 x|

File Edit Tools Settings Reports  Seryice Manager  Help

Tag Holders ITags I Reader Displayl Readers | Areas | Transactions I Reader Log I Door Monitorl Units I Time Periods | Access Groups | Access Mappir 4 I L4
+|—|=]0lS)

Sumame Prefemed Name First Name: Em) N... | Job Title Cost Code St M i Separation:

00 Sof = hd

L T e e e ———————_—— —— e T T P AP —
De Villiers Vinnige Fanie Fanie 01 Seamer <null= Ce :

Donaldson Allan Allan 002 Fast Bowler <pull Ce Phta:

Hofmeyed ~— |[Steve  Sewen D05 {Snge = | 8

e I R )~ N 1 7 * L |~ -~ S |

Rhodesdene Jornty Jonathan 004 Fielder <null> s

Smitty John John 006 Hooker el Ce

Symcoxman Pat Patrick 010 Spinner <null> Ce

Last Reader:
Last Area:

| | |

Transaction Time | Tag Mumber | Tag Holder | Reader Name | Area From | Area To | Access Status
1] |

ladministrater | L2 A T e — &2 |

Figure 24: Tag-holder screen showing colour highlighting of “Cost Code”
Add new Tag holder

There are a number of ways that tag holder information can be inputted to the system. E.g.
Add details by clicking on the ADD icon and filling in all details (similar to Edit Tag Holder
described later)
Import an existing database of information electronically into the system.

Importing Tag Holder details electronically

To import tag holder details electronically you need to have a file in CSV (Comma Separated
Values) format which can be imported. This file does not have to have all fields required by
LatticeWare, but obviously the more complete the data, the less work there will be later to update
the tag holders’ information manually.

E.g. Assume that you have a CSV file with the First names and Surnames of some tag holders that
you want imported. Consider you have the following CSV file, called Tagholderl, as shown in
Figure 25. (This file is very elementary but shows the principle of how information can be
imported)
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E Microsoft Fxcel - Tagholderl

=@ File Edit Wew Insert Format Tools Data  Window Help
DSHLS8 SRAY $BR-C|v- o &= -4 %
Ei ] &3 %a H T | ] e | ¥# Reply with Changes... End Review...
Al - # Firsthame

A | 8 [ ® | B | £ [ F | & |
_ 1 |Firstiame Sumame |
_ 2 |Sam Brown
_ 3 |Paul White
4
9
_6 |
7] |

Figure 25 - Simple CSV file for importing Tag Holder informatio
Go to the toolbar and select “Import Employee data” as shown in the screen (Figure 26) below.

File Edit | Tools Settings Reports Service Manager Help
Quick Add Mew Tags
Quick Add Mew Tags to Tag Holders
Quick Add Existing Tags To Tag Holders

Impart into database
Reconnect to host
Export Data

Figure 26 - "Import Employee data" menu

A screen similar to that shown in Figure 27 will be shown. Search your computer for the location of
the CSV (e.g. in this example the file called Tagholderl is shown in the folder called “Centurion
Prox”).

Make sure that the CSV file you require is listed in the “File name” block and then click on “Open”

open
Look in: I@Cerrturion Prox j - &5 B2~
B Taghoider 1

20

File name: ITaghoIdeﬂ

&
[

Flesoftyps:  |CSV Files

Open |
==

Figure 27 - Location of CSV import file
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An import matching data screen similar to that shown in Figure 28 will appear.

In the left-hand side (LHS) of the screen the filed hames at the top of the Tagholderl file are
shown.

On the right-hand side (RHS) of the screen is the list of field names and their “type” that exists in
the LatticeWare database.

i x
Field Name | Type | Field Name | Type | Mapping -
FirstMame Text OTITLE Text
Sumame Text CIFIRSTNAME Test

[ KNOWNAS Teat
[ LASTNAME Teat

CIEMPLOYEENUMB... Text
I DATEOFBIRTH Date

O DNUMBER Text

1 J0INDATE Date

Ounmo Double

[J RESADDLINET Ted B

[ RESADDLINEZ Teat
[JRESADDSUBURB  Text
[ RESADDCITY Teat
[JRESADDPROVINCE Text
[ RESADDFOSTCO... Test
[ RESADDCOUNTRY | Text
[ POSTADDLINET Text
[ POSTADDLINEZ Text
[0 POSTADDSUBURE | Text
[ POSTADDCITY Teat
[ POSTADDFROVI...  Text
[ POSTADDCOUNT... Test
CJJoBTITLE Teat

EMAI ANNBESEr | Tawt furl
4 | »

B et |

Figure 28 - Import data matching screen

You now have to match the left-hand and right-hand sets of information. This is done by clicking
and dragging each of the fields on the LHS to its matching field on the RHS.

NOTE: As the fields from the LHS are dropped onto the RHS, the LHS data fields are highlighted

to show that the matching is complete and the “Field name” from the LHS is shown in the
“Mapping” column of the RHS.

@Click on “Finish” to import the information.
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i x
Field Name | Type | Field Name | Type | Mapping -
FirstMame Tent OTITLE Text
CIFIRSTNAME Text FirstName

[ KNOWNAS Teat
[ LASTNAME Text Sumame

CIEMPLOYEENUMB... Text
I DATEOFBIRTH Date

O DNUMBER Text

1 J0INDATE Date

Ounmo Double

[J RESADDLINET Ted B

[ RESADDLINEZ Teat
[JRESADDSUBURB  Text
[ RESADDCITY Teat
[JRESADDPROVINCE Text
[ RESADDFOSTCO... Test
[ RESADDCOUNTRY | Text
[ POSTADDLINET Text
[ POSTADDLINEZ Text
[0 POSTADDSUBURE | Text
[ POSTADDCITY Teat
[ POSTADDFROVI...  Text
[ POSTADDCOUNT... Test
CJJoBTITLE Teat

EMAI ANNBESEr | Tawt furl
4 | »

B | et |

Figure 29 - Matched fields on the Import data screen

If the import of the data is successful a message similar to that shown in Figure 30 is given

N x|

Operation completed. 2 records were added or changed.,

0K |

Figure 30 -" Data import successful" message

The result of the data import example just given is shown in Figure 31. For the sake of clarity the
two new tag holders are shown highlighted.

NOTE: Because our import file had only First Name and Surname imported, all other details for
these two tag holders is blank (i.e. shown as “<null>".
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=T

File Edit Tools Settings Reports  Service Manager Help

Tag Holders |Tags | Reader Display | Readers | Areas | Transactions | Reader Log | Door Monitor | Units | Time Periods | Access Groups | Access Mappi | »
+—[=[0[3]
Sumame [ Prefemed Name__| Fist Hame | Employee N... | Job Title | CostCode [ St Colour Senarstion:
Bardotte Bridget Bridget (L1 Hoolcer <null> Ce m
Bloggs Joe Joe 000 Software Programmer <null= Ce sl
Bronsoon Chares Charles 007 Actor <null= Ce .
Brown all> Sam <> <> <> S [ o aceen
De Villiers Vinmige Fanie Fanie oM Seamer <null> Ce Photo:
Donaldson Allan Alan 002 Fast Bowler <null= Ce
Hofmeyer Steve Steven 003 Singer <null= Ce
Kramerville David David {1 Singer <null» Ce
Fhodesdene Jorty Jonathan o4 Fielder <null= Ce
Smitty John John 006 Hooker <null> Ce
Symcoxman Pat Patrick L Spinner <null> Ce
White <null> Paul <null= <null> anull> <l
Last Reader: |
< | 3|
Transaction Time | Tag Number | Tag Holder | Reader Name | Area From | Area To | Access Status
| |
administrator | 'Recepfion(Con) (Misoffine. | &3
Figure 31 - New Tag holders imported electronically
_loix]
File Edit Tools Settings Reports  Service Manager Help
Tag Holders  Tags I Reader Dimlayl Readers I Areas I Transadionsl Reader Log I Door Mon'rtorl Units I Time F‘eriodsl Access Groups I Access Mappir 4 I L4
—| 2| @] 2o
Tag Number | Sumame | Prefemred Name | First Name | Tag Rights | Identity Nurnberl
117635667 Donaldson Allan Alan Normal 2
117635851 De Villiers Vinnige Fanie Fanie Momal 1
117635975 <null <null= <null Marmal i
117636043 Rhodesdene Jonty Jonathan Mormal 4
117636044 Symcoxman Pat Patrick Mormal [
117636078 Bardotte Bridget Bridget Mormal 5
118335766 Bloggs Joe Joe Admin 0
Transaction Time | Tag Number | Tag Holder | Reader Name | Area From | Area To | Access Status
[
administrtor |Reception (Con) (Disoffine. ] &3

Figure 32 - Tag screen
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Edit Tag Holder

@Click the Add button to enter information for a new tag-holder, or the Edit button if information for
an existing tag-holder needs to be modified. The Edit screen can also be activated by double clicking
on the required tag-holder. An example of the Edit details screen is shown in Figure 33.

As will be seen, tag-holder details are divided up into several “information tabs”. Each of these tabs
will be discussed separately.

Personal Details |Car Details | Addresses | Work Specific | Telephone and Email | General | User Rights |

— Tag Holder Details
Title: First Name~ Preferred Name: Last Mame.”
|Miss 7| |Bridget |Bridaet |Bardotte
Employes Number: EBirth Date: 10 Mumber: Join Date:
Joos |1380/01/01 x| [enulis |2006/06/09 =]
Username: Password: Repeat Password: Status:
[brigetb e [ {AcTIVE |

Tag Holder's Last Area: Tag Holder's Last Reader:

A
[Reception [Admin (HOT) ll

@l | oK | Cancel | |

Figure 33: Typical example of “Tag-holder —Personal Details” edit screen

All fields marked with a red asterisk (*) are compulsory fields and must be filled in. If the information
is not correctly filled-in the fields with errors are shown in red and it is not possible to exit. (Figure 34):
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Personal Details |Car Details I Addresses I Wark Specific I Telephone and Email I General I User Rights

—Tag Holder Details

Title: First Name”™ Preferred Name: Last Name."

[iiss ~| [ [crdoet [Bardote

Employee Mumber: Birth Date: |0 Mumber: Join Date:

[oos |1380/01/01 N EE |2006/06/08 x|

Username: Passwaord: Repeat Password: Status:

[brigetb I [ [AcTIvE =l |
Tag Holder's Last Area: Tag Holder's Last Reader: \‘
IHeception I)’u:lmin (HD1) ‘f |
= 0K | Cancel - | - I

Figure 34: Failed validation screen.

The sets of arrows on the right hand, and lower, section of the screen are a convenient means of
scrolling through tag-holder data. The vertical arrows will cycle through each of the tag-holders in the
database for a specific screen, while the horizontal arrows move from information-tab to information-
tab (e.g. Name, Car, Addresses, etc) for the selected tag-holder.

Apart from self- explanatory tag-holder details, the following fields are provided:
Status field in the Tag Holder - Personal Details tab:
The drop down allows the following tag status to be selected:

Active — The tag used by this tag-holder is fully active on the access control system.

Suspended — The tag-holder remains on the database but will not be able to gain access to the
premises via the access control readers until after the Expiry Date is reached. E.g. a tag-holder could
be suspended from work as a result of a disciplinary hearing. (Note: the Expiry Date is blanked out
for active and inactive tag-holders)

Inactive — Any tag linked to this tag-holder will be totally inactive. (e.g. the tag-holder may be on
leave).

Guest — The tag-holder is a treated as a “guest” and would have limited access rights, etc. An expiry
date can be set at which time the linked tag for this tag-holder would cease to function.

Tag-holder’s Last Area:

This block cannot be populated manually. This information will appear when the software is linked to
a fully working access control system, and will indicate the last zone in which this tag-holder was
recorded. This can be very useful to a receptionist who could monitor the whereabouts of a tag-
holder in a large building complex.

Tag-holders Last Reader:

Similar to the previous field, this block cannot be populated automatically. In a working system it
indicates the last reader tagged by this tag-holder.

Page 53



LatticeWare Software V1.0.3 3 @ CENTURION

Print Label button:

This button will print tag-holder details to a printer enabling a label to be made which can be inserted
into the tag.

Tag-holder — Car Details Tab.
This screen allows you to update information related to the tag holder's motor car details

2% Edit details for tag holder: Bardotte, Bridget (Bridget) 2l

Personal Details  Car Details |Addresses| Wark Spedficl Telephone and Email I General I User Rights

—Car
Registration Number:
|ABC123GP
Manufacturer:

IAston Martin

Medel:

|PEE]

Colour:

II\"IetaIic Silwer

<=

= [ ~

Figure 35: Screen showing (Motor) Car details
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Tag-holder — Addresses

2" Edit details for tag holder: Bardotte, Bridget (Bridget)

Personsl Detais | Car Detals Addresses | Work Specfic | Telephane and Emai | Genere | User Rghts |

Line 1: lFermouse Line 1: JF‘rivate Bagl i

Line 2: l[hamps Heysee Line 2: 1

Sujauir ll'l.l'lonrnartre M lI'U'Ionrnartre

City: lF‘aris City: lF‘aris

Past Code: [1345 Post Code: [4321 =
Country: lFlance Country: JFIEII"ICE !l

-% ’Tl __ Cancel i d| ]

Figure 36: Screen showing Address details

Once the residential address has been completed, you can check the “Postal Address same as
Residential?” check box to automatically complete the postal address information.

Tag-holder — Work Specific
Work related information specific to the tag-holder is entered on the screen shown in Figure 37. Apart
from obvious fields the following possibly require additional explanation.

Unit: Tag-holders can be allocated to specific work units e.g. an electrical, mechanical, repairs, or
sales, unit, etc. This can be useful during sorting and reporting.

Cost Code: A tag-holder can be assigned a specific cost code for sorting or accounting purposes.
Picture: If a digital image (photograph) of the tag-holder has been captured this will be visible in the
block.

Figure 37: Screen showing work specific information
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If a web camera is available a picture of the tag-holder can be captured by clicking on Take Picture

(ﬂ) icon.

The Available Devices will list any cameras linked to the computer (see Figure 38). Once a camera
has been selected from the drop down the Start preview, Capture Images, and Stop Preview buttons
will be available for use. The screen above shows these buttons “greyed out” because no camera is
connected.

x

Available Devices

IMicmsoﬂ WDM Image Capture I_';I

K Cancel

Figure 38 - Photograph capture via web-cam

@Click on the Start Preview button to capture a photograph. The camera will take “snap-shots”
of the tag-holder at time intervals determined by the Frame delay information box. The default
interval time is shown as 150 milliseconds but can be changed. A sample of 16 images will appear
on the screen.
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/™ capture Photo
Ayzilable Devices
I Microsoft WDM Image Capture {'ﬂ

Start Preview

{Capture Imzges

Stop Preview

Frame delay:

-

:'-r-- |

= ‘-: = S - 5:: " 4
Z Click the picture to make it the
LY M

_ oK | Cancel

Figure 39: Capture photo screen

Once a set of suitable images has been captured, click on the Stop Preview button. Select the best of
the images by clicking on the image required, and then click on the Capture Images to save this
image to the database.

An alternative method of capturing a photograph is to use the Browse button (QI) in Figure 37 to find
an image stored elsewhere, and save that image to the LatticeWare database. To do this, proceed as

follows:

@Click on Browse.

Search through the folder structure to find the require JPEG image.

Click on the required file and then click on Open.
The image will appear in the Picture block.
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Tag numbers: If any tag (or tags) are linked to this tag-holder they will be shown in the window. If a

tag needs to be captured, then the Grab Tag button (ﬂ )is clicked and the required tag(s) is (are)
presented to a reader. It is possible to select the reader that will be used. In most cases the Take-up-
head (TUH) would be used.

To ensure that the correct tag has been presented the tag has to be presented twice (similar to
confirmation of a password).

After checking that the correct tag has been captured, click on the End Grab button. Any incorrect
tags can be deleted by clicking on the Delete button.

Access groups Selection

This screen also allows for the tag holder to be allocated to one (or multiple) Access Groups. Click on
the check boxes to select to which Access Group the tag-holder should belong.

Tag-holder — Telephone and email

The following screen (Figure 40) shows the screen where telephone and email information can be
captured.

2%

Personal Details | Car Details | Addresses | Work Specfic  Telephone and Email |Gener:i| I User Rights

— Telephone Mumbers
Home Telephone: Cell Phone:
J011 334 5506 |Ds2 777 s0s8
‘work Telephone: Internal Extension:
J011 659 2400 J242

—Email Addresses
Company Email Address:

Ibridget@hnokersinc.cnm
Secondary Email Address:
Ibardot@blondesannmmous.co fr

<=

= oK | Cancel | ]

Figure 40: Screen showing telephone and email entry fields
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Tag-holder — General

Additional information pertaining to the tag-holder can be entered on the General screen as shown in
figure 43.

21

Personal Details | Car Details | Addresses I ‘Work Specific I Telephone and Email  General | User Rights

Hair Colour Extra Lookup 1: Birthday

[Brunette f <nu> =l |19s00612 =]

Spouses Name Extra Lookup 2: Extra Date 2:

fuim f <nui> x| |2008/0612 =]

Extra Text 3: Extra Lookup 3: Extra Date 3

[« f <ruil» =l |200606112 7]

Extra Text 4: Extra Lookup 4:

[l [<nuit> 2| A
Extra Text 5: Extra Lookup 5:

I:’null.‘- I <null j _‘J

@l | 0K | Cancel | i' L'

Figure 41: Screen showing additional general information entry fields

It will be noticed that extra Text, Lookup and Date fields can be added. By double clicking the label it
is possible to modify the label description. In the example shown Extra Text field 1 and Extra Text field
2 and Extra Date 1 have been replaced with Hair Colour and Spouses name and Birthday
respectively.

Tag-Holder — User rights tab

Each tag-holder has certain rights in the system. E.g. in the example shown in Figure 42, the tag
holder, Bridget Bardotte is permitted to Edit “Units” and “Time Periods” information.

This is critical where many tag-holders may have access to the system on their own computers linked
to the main server.

Page 59



LatticeWare Software V1.0.3 3 @ CENTURION

2 Edit details for tag holder: Bardotte, Bridget (Bridget) 2 x|

Personal Details I Car Details I Addresses I Woark Specific I Telephone and Email | General  User Rights

LIser Rights Template | #- [J Employees

<Default> &[] Readers

- [] Tags

- [J Recent Transactions

- [J Door Manitor

- [] Access Mappings

-- [ Employees in Access Groups

| »

=- [#] Units
£ [#] Manage Units
- [] Add Urits EY |
- [] Delete Units
] Edit Units r |

=l [¥] Time Periods

=8 [¥] Manage Time Periods
-] Add Time Periods b
- [] Delete Time Periods

- [#] Edit Time Periods
1. 1 Arezs :I

@l 0K | Cancel ilLl

Figure 42 - The Tag Holder's User rights tab

Add Template | Delete Templte |

Tag Tab

This tab lists all the tags currently stored in the database and to whom the tag has been allocated.

E.g. In Figure 43, is a list of tags that have been learned into the system and tag-holder details of the
tag in cases where a tag has been allocated.

Notice that tag number 117635975 (highlighted) is NOT allocated to a tag holder.

RI=EY
File Edit Tools Settings Reporks  Service Manager  Help
Tag Holders  Tags | Reader Displa)'l Readers I Areas I Transactions I Reader Log I Dioor Moni‘torl Units I Time Periods I Access Groups I Access Mappir 4 I »
— |zl
Tag Number | Sumame | Prefemed Name | First Name: | Tag Rights | ldentity Numberl
117635667 Daonaldson Allan Alan MNomal 2
117635851 De Viliers Winnige Fanie Fanie Momal 1
117635975 <null= <null> <null> MNormal i
117636043 Fhodesdene Jorty Jonathan Momal 4
117636044 Symcoxman Pat Patrick Momal [
117636078 Bardotte Bridget Bridget Momal 5
118335766 Blogas Joe Joe Admin 1]
Transaction Time | Tag Number | Tag Holder | Reader Name | Area From | Area To | Access Status
‘ o
administrator |Hecepfion (Conl (Dlisoffine. g9

Figure 43 - Screen showing the Tags Tab information
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Adding tags

There are many ways that tags can be added to the system. E.g.
Add tags directly from a reader using the functionality associated with the “Admin” tag. (For
details see the Lattice installation manual on page 5).
Enter tags using one of the main toolbar’ “Tools” menu items.
Enter tags from the Tag Holder — Work Specific tab.

Quick Add New Tags
Let us assume there are no tags yet entered into the system, and that 100 need to be imported into
the system. The easiest way to enter multiple tags is to go to the main toolbar “Tools” menu as

shown in Figure 44:

File Edit | Tools Settings Reports Service Manager Help

Quick Add Mew Tags to Ta! gnlders

Quick Add Existing Tags To Tag Holders

Import into database r
Reconnect to host
Export Data k

Figure 44 - "Quick Add New Tags" menu

The following screen (Figure 45) is produced when the “Quick Add new Tags” menu is selected:

_{of x|
Encrypted Tag Mumber | |dentity Mumber | Take On Reader:
ake Up Head -
End Capture

Remove TE_':

I v

Figure 45 - Capture screen for Multiple new tags

Select the reader on which the tags are to be read. As the tags are presented to the reader, the
encrypted tag number will be shown.
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See Figure 46 which shows where 3 tags have been captured.

;-_'.‘5 Quick Add Tags to Tag Holders ] o =] |

Encrypted Tag Number | Idertity Number | Take On Reader:
117581279 65536
118335728 60537
118340450 65538

|
Figure 46 - Quick capture of tags

Quick Add New Tags to Tag Holders

Adding tags to certain specific tag holders can be done using the following menu (Figure 47) from
the “Tools” toolbar.

File Edit | Tools Settings Reports Service Manager Help
Quick Add Mew Tags

Quids Add Mew Tags to Tag Holders
Quick Add Existing Tags To Tag Hold k
Import into database

Reconnect to host

Export Data

Figure 47 - "Quick Add New Tags to Tag Holders" menu

k
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The screen (see Figure 48) is produced when the “Quick Add new Tags to tag Holders” menu is
selected.

A ik dulel Tt T ekl == T =10 x|
Smome | Profemed flane | Enployes | o Gumome  [PeferedN. | Ado e [ lcentty b | Ervcopied Tog than |
Hewrintts Enciget 06 [

Higgs ] (K1 5o
Brorsnon Chawies 7 Ad
Brorem anull: anullz o
De Vilies Wirrig= Fanie (] Be
Dorisdson Allan ooz Fm
Hofmeyperi Stewn 08 Sin
Kromenille D e Sin
o e ] Jonky D s
ity Sighn & a3
Syrcmmrran Fat o 5
Wil cn il il £
2]
B2
=l
L I
Ndantity Womnbar Takoe Oin Flamsar
(" Conntsetldenits Mumbsy | IETIOREET =]
% incremening |denkty Numbes
bl Ity Numiber- 7 5 :
=1 Cancal

Figure 48 - "Quick Add Tags to Tag Holders" screen

As can be seen the screen is divided into two columns. The left hand side (LHS) of the screen
shows a list of tag-holders while the right hand side RHS) of the screen is unpopulated.

The idea behind this menu is to allocate tags to tag-holders. Firstly the tag-holders should be
sorted into some order. E.g. alphabetically or by tag-holder number. Click on the required heading
to perform a sort. In the example shown the names are sorted by Surname.

The tag-holders are then transferred from the LHS to the RHS of the screen (or back) by using the
arrows in the centre of the screen. The order in which the tag-holders should be listed must then tie
up with the order in which tags will be captured using a tag reader.

NOTE: The identity number of a tag can be held constant, or can be made to increment from some
number as shown below (Figure 49).

|dentity Mumber: Take On Reader:

" Constant ldentitv Number
¥ |ncrementing ldentity Mumber

Initial |dentity Number: IE- 3: Capture Tags |

ok | cancel

Figure 49 - Close up of Identity number settings

The reader to be used is shown in the Take On Reader drop-down menu. E.g. “Take Up Head” in this
example).
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Tag-holders are selected by clicking on a tag-holder and using (ctrl + click) to select individual
additional tag-holders, or (shift + click) to select a contiguous group of tag-holders. Then use the
arrows in the centre of the screen to move single or groups of tag-holders from one side of the screen
to the other as follows:

>> | - moves all tag-holders on LHS to RHS

> | - moves only the highlighted tag-holders on LHS to RHS

< | - moves only the highlighted tag-holders on RHS to LHS

<< | - moves all tag-holders on RHS to LHS

As an example, let us assume that the two new tag holders (Brown and White) do not have tags
allocated to them.

Once the tag holders (Brown and White) have been selected, click on the “>” icon to move these
tag holders to the RHS of the screen (see Figure 50) which shows Brown and White on the RHS of
the screen.

NOTE: As tags are presented to the reader they will be allocated to the tag holders in the order
shown in the “Add Order” column and their identity numbers will be a shown. (by highlighting a line
it is possible to change the identity number of the tag that will be allocated. See Identity Number
column on the RHS for Brown in Figure 50)

E= E =10 xj
Surane Profwwed Pt | Emplrws i | Jok Surwms [ Proborwd b | Ac Orde | idenity thun, | Erverypied Tg beam.. |
Edotie Eviciged oE Ha Brorem il 1 | |
Bagai Jou o Sl Wide il i ]
Ermnacen Chades o Azl
aeds il T,
D B Wirrigh Fane (4] | e
Cranaldasn e o Fr
Helmare S o) n
Ramansis Dimad i 3
Fhadasders Jorty o Fias
Smany Joke, e Ha
B e Pt 4 H i
Whis s eralls 2
=]
=1
]
i i
| denity Mamber Take On Raadsr
U7 Conssaet ldnniiee Mumbar M EI
= Inceemeniing |denily Murmher
ol Mty Mumber [T 5] Ctptuse Tags |
i oK [ ]
i ] | LJ ] ]

Figure 50 - Selecting of Tag holders for tag update

Once all the tag holders have been moved to the RHS of the screen, click on “Capture Tags”
button and present the tags in the required order.

Quick Add Existing Tags to Tag Holders

If there are existing tags which have been learned into the system, but have not been allocated to
a specific tag holder, proceed as follows:
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Use the menu from the “Tools” toolbar as shown in figure 53:

File Edit | Tools Settings Reports Service Manager Help

Quick Add Mew Tags
Quick Add Mew Tags to Tag Holders

Quick Add Existing Tags To Tag Holders k
Import into database )
Reconnect to host

Export Data k

Figure 51 - Quick Add Existing Tags to Tag Holders" menu

The following screen (see Figure 52) is produced when the “Quick Add Existing Tags to tag
Holders” menu is selected.

& Quick Add Existing Tags to Tag Holders } ; =100 x|
Sumame | Frefered Name | Employee N... | Jot Tag Number | Sumame | Prefemed MName | First Name | Tag Righ
White <null= 117635667 Donaldson Allan Allan Naormal
Brown null> 117635851 De Villiers Vinnige Fanie Fanie Nomal
Hofmeyerd Steve D09 Sin 117635575 <null> anull= <nullz MNomal
Kramerville David o8 Sin 117636043 Rhodesdene Jonty Jonathan MNomal
Bardotte Bridget 005 Ho 117636044 Symcoxman Pat Patrick Momal
Bronsoon Charles 0o7 Act 117636078 Bardotte Bridget Bridget Nomal
Smitty John D06 Ho 118335766 Bloggs Joe Joe Admin
Symcoxman Pat 010 Spi
Donaldson Allan 002 Fae
De Villiers Vinnige Fanie 001 Sei
Fhodesdene Jorty D04 Fie
Bloggs Joe (111 Sol

=
E
4| | i
q | . o | _coea |

Figure 52 - "Quick Add Existing Tags to Tag Holders" screen

As can be seen the screen is divided into two columns. The left-hand side (LHS) shows the
current tag holders in the system, while the right-hand side (RHS) shows the tags in the system
and to whom they are allocated. As will be seen from this example only tag number 117635975 is
unallocated to a tag holder.

Select a tag holder from the LHS and drag it (press and hold the left mouse button while moving) to
the unallocated tag on the RHS. As the mouse button is released the name of the new tag holder
will be shown.

NOTE: If you try to drop the selected tag holder onto a tag that has an existing name allocated to it
you will get the following warning message:
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Over-write? =]

:\?f) Cyer-write existing employee?

Yes | Mo

Figure 53 - Warning message if trying to overwrite tag holder details.

Edit tag attributes

The attributes of each tag can be viewed and then edited by clicking on the Edit icon (ﬂ)of the
Tag Tab. This brings up the screen shown in the screen shown in Figure 54

& Edit details for tag: 118339766: Tag Holder: Blogags, Joe X

File

Tag Information

—Tag Information
¥ Expand Tree View? w/fl xl
[ Suspended
EI-- Reception {Con}) (Head No: 0} access allowed

[ Onefree APB Go El-[#] Anti-passback enabled
Tag User Level: o Up
|Ad i Right J - Lewel 1

w +

e Anti-pazs back type: Structured

Identity Mumber: ... [J Timed Anti-passhack disabled
|'J 3: --[] Limited use= disabled
Current APB Level: + [ Time Lock disabled
|AF‘EI Level 0 J - Neither Channel

-

i [—]--Admin (HO1} (Head No: 1) access allowed

Lrmibert e El- ] Anti-passback enabled

Coffee Wending

= -
o

< =

Counter 1; ‘.. [ Timed Anti-passback disabled
0 = - [] Limited uses dizabled
--[] Time Lock dizakled

Counter 2:
0 5 --[] Offiine as=ociation: Falee
- B [#] Sale= (HO2) (Head MNo: 2) access allowed
SRRV - [] Anti-passback disabled
0 : El Limited uses enabled
: i Coffee Vending Machine
Tag Owner: - ] Time Lock disabled
|Elluggs.. o i [] Offline aszociation: Falee
Editl

oK I Cancel

Figure 54 - Tag attributes screen

NOTE: This tag holder, Joe Bloggs, with tag 118339766, has anti-passback set on the Reception
(Con) and Admin (HO1) readers.

This screen also gives information of the tag holder's Tag User Level (e.g. Admin rights), the
Identity number allocated to the tag (0 - this tag was probably the first learned into the system and
therefore became the “Admin” tag) as well as his current APB level (0).
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Limited Uses Counter 0to 3:

These 4 counters store a value between 1 and 65535. It is possible to modify the field heading
description by simply double clicking on the description and modifying it. Thus, in the example shown
“Limited Uses Counter 1” has been changed to “Coffee Vending Machine”. A reader linked to the
Coffee Vending machine would allow Joe Bloggs to operate the coffee machine 5 more times before
the counter value reduces to zero. (see full functionality description in the L1000 manual.)

Expand Tree View?:

The information in the window lists the readers connected to the system. By clicking on the tick box,
the display will expand (or contract) and give detailed information on the functionality of the tag at the
reader. See screen marked which shows the contracted view :

25 Edit details for tag: 118339766: Tag Holder: Blogas, Joc =

Filz

Tag Information |

—Tag Information
| etiegonsed [T Expand Tree View? il El
-- Reception (Con) (Head Mo: 0) access allowed
I™ Onefree APB Go - [F] Admin (H01} (Head No: 1) access allowed

Tag User Level: -- Sales (H02) (Head Mo: 2) access allowed

| Admin Rights |
Identity Number:

Current APE Level:

|48 Level0 |

—Limited Uses
Coffee Vending

Counter 1:

|U 52
Counter 2:
|U 32
Counter 3

P =

Tag Owner:

< =

IEIIuggs.Jue

Editl

oK I Cancel

Figure 55 - Tag attributes screen with contracted view
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Toolbar functionality
The functionality of the various toolbar menus will be described in more detail.
Toolbar - File

As can be seen from the highlighted File toolbar in the screen below “Log off user” and “Exit” can be
selected.

File Edit Tools Settngs Reports Service Manager Help

Exit !

Figure 56 - "File" toolbar menu

“Log off user” will allow a different user to log-in. The previous user is automatically logged off.
The “Exit” option will close down the LatticeWare programme.

NOTE: The Xl icon in the top right-hand side of the main screen will also shut down LatticeWare.
Toolbar - Edit

In the following screen the Edit toolbar was clicked.

FiIelEdit Tools Settings Reports  Service Manager Help

Add Item !

Delete Selected Ttem
Refresh Current View

Figure 57 - "Edit" toolbar menu

This toolbar duplicates the Add/Edit/Delete/Refresh functionality that is shown on each tab, and is
therefore not discussed further here.

Toolbar - Tools

The following screens shows functionality under the Tools menu.

Toolbar — Tools — Quick Add New Tags

This menu allows you to quickly add multiple tags to the system.

See Quick Add New Tags on page 61 for full details of the functionality provided by the menu
shown in Figure 58.
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File Edit | Tools Settings Reports Service Manager Help

Quick Add Mew Tags
Quick Add Mew Tags to Tag Hul
Quick Add Existing Tags To Tag Holders
Import into database r
Reconnect to host

Export Data k

Figure 58 - "Quick add New Tags" menu

Toolbar — Tools —Add New Tags to Tag Holders

This menu, shown in (Figure 59) below, is typically used to add new tags to tag holders that
already exist in the database (e.g. after importing tag holder information electronically).

See Quick Add New Tags to Tag Holders on page 62 which describes in detail how this is done.

File Edit | Tools Settings Reports Service Manager Help
Quick Add Mew Tags

Quick Add Mew Tags to Tag Holders h
Quick Add Existing Tags To Tag Holder

Import into database r
Reconnect to host
Export Data k

Figure 59 - "Quick Add New Tags to Tag Holders" menu

Toolbar — Tools —Add Existing Tags

This menu, shown in (Figure 60) below, is typically used to add existing, unallocated, tags to tag
holders. (e.g. a tag exists previously used by an employee who resigned, and this tag now needs
to be allocated to a new employee taking her place).

See Quick Add Existing Tags to Tag Holder on page 64 which describes in detail how this is
done.

File Edit | Tools Settings Reports Service Manager Help

Quick Add Mew Tags
Quick Add Mew Tags to Tag Holders

Quick Add Existing Tags To Tag Holders
Import into database k
Reconnect to host

Export Data k

Figure 60 - "Quick Add Existing Tags to tag Holders" menu
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Toolbar — Tools — Import into database

This menu shown in Figure 61 below allows you to import tag holder data electronically from a
CSV (Comma Separated Value) file.

File Edit | Tools Settings Reports Service Manager Help
Quick Add Mew Tags
Quick Add Mew Tags to Tag Holders
Quick Add Existing Tags To Tag Holders

Impart into database M
Reconnect to host

Export Data k

Figure 61 — “Import Tag Holder data electronically” menu

Full details of data import in shown in the section Importing Tag Holder details electronically
described on page 47.

Toolbar — Tools — Reconnect to host

This menu is used by a LatticeWare user on the LAN who has lost connection with the LatticeWare
server for some reason.

File Edit | Tools Settings Reports Service Manager Help
Quick Add Mew Tags
Quick Add Mew Tags to Tag Holders
Quick Add Existing Tags To Tag Holders
Import into database r

Export Data ! k

Figure 62 - "Reconnect to Host" menu

Toolbar — Tools — Export Data

The export data menus allow you to export information, stored in the various tables of the
LatticeWare database, into a file that can be manipulated by an external programme. (E.g. MS
Excel).

NOTE: It is important to realise that this form of export gets information directly from the database
tables and will often have information in a form that might not be useful to you. There is an
alternative form of exporting data which gives more of a WYSIWYG (what you see is what you get)
output (see figure 69)
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Let us assume that we wish to export the Access Groups Table shown in Figure 63 below.

File Edit | Toolzs Settings Reports Service Manager Help
Quick Add Mew Tags
Quick Add Mew Tags to Tag Holders
Quick Add Existing Tags Ta Tag Holders
Import into database 3

Reconnect to host
Export Data Access Table

Access Groups Table k
Employees in Access Groups
Areas Table

Tag Holders Table

Tag Holders Tags Table
Readers Table

Sites Table

Status Table

Tag Rights Table

Tags & Counters Table
Tags & Readers Table
Transactions Table
Inits Table

Figure 63 - "Export Data" menu

@Clicking on the “Access Groups Table” will produce a screen similar to that shown in

Figure 64.
Export to the following file... N 2| x|
Save in: I [ Centurion Prox j 4 cF ER-

E AccessTable
o Tagholder 1
My Recent
Documents

File name: Iﬁ.ccessGroupﬂ j | Save I
Save as type: IES"u" Files {".cav) j Cancel |
e

Figure 64 - Save Export file

Page 71



LatticeWare Software V1.0.3 3 @ CENTURION

Enter a File name (e.g. AccessGroups) as shown, and then click on the Save Button.

You will be prompted by a message asking you if you want the name of each column to be listed
as shown in Figure 65.

Export options =]

\g) Do you want a column names exported as the first line of the export file?

Yes Mo |

Figure 65 - Column names prompt

@Click on Yes or No as required and a confirmation is produced that the export is complete.
(Figure 66) .

Donet x|
\i‘) Export complete.
OK |

Figure 66 - "Export complete" confirmation message

To view the exported file open up the document (e.g. AccessGroup.csv in this example). See a
typical export file in MS Excel format as shown in Figure 67.

-1 Microsoft Excel - AccessTable
=:' File Edit View Insert Format Tools Data Window Help

NEHONSRY | IBR -F o - [@z -4 3 [P0 -F aa

A ta T Ty | ] B 5= | W Reply with Changss... End Review... _
EG - -1

A | B | c | D | E |
| 1 |ID ACCESSGROUPNAME DESCRIPTION DISABLED  COLOUR
| 2 | 1) Day user This group enters only during the day 0| -128|
3] 2| Visitor | This tag halder would be for visitors 1| 1)
| 4 | 3| Momings only Access during weekday morning only 0 -8323200|
[ 4 Afternoons only Access during weekday momings only | 0 -65538)
L6 5 Maintenance | This tag used by maintenance crews visiting our facility | 1] 1]

7

Figure 67 - Typical Database table export.

NOTE: Notice in particular, that column A shows the database table’s ID reference, and column E
shows data pertaining to the Colour of each line. In column D the result is shown as a “0” or “1”
which equates to a No or Yes respectively. As mentioned earlier this is information stored directly
in the database table.
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Alternative Export process

The following is an alternative way in which to export data and may be preferable as it gives the
exact information that appears on the screen.

For example:
Choose a screen you wish to export and right click.
On the menu that is brought up click on “Export”

E.g. Access Groups is being exported in the example in Figure 68

JT=I
File Edit Tools Settings Reports Service Manager Help
Areas I Transadionsl Reader Log I Door Mon'rtorl Units I Time Periods  Access Groups |Acx:ess Mapping I Tag Helders in Access Groups I Sites I 4 | L4
+[—|=|0l
Mame | Description | Digabled |
Aftemoons only | Access during weekday momings only No
Diay user Thiz group enters only during the day Mo
Maintenance | This tag used by maintenance crews visiting our facility es
Momings only  Access during weekday moming only No
Wisitor This tag holder would be for visitars Yes
Refresh
Edit
Add
Delete
Print
Frint Preview
Page Setup
ransaction Time | Tag Number T | Reader Name | Area From | Area To | Access Status |
Items: 5
Selected: 0
4 [+]
administrator | [Admin(HOD Misofiee ] =)

Figure 68 - Export "Access Groups”

Identical prompts to those described in the “Tools — Export data” menu will be given. The result of
the information exported is shown in Figure 69

Fd Microsoft Excel - AccessGroups

File Edit WView Insert Format Tools Data Window  Help

DEEHaS8 8RY $RB-<C oo @ -8 % il & 00% -

Al - # Mame
A | B | € | B |

1 |Mame | Description Disabled
2 |Afternoons only | Access during weekday mornings only Mo
3 |Day user | This group enters only during the day Mo
4 |Maintenance | This tag used by maintenance crews visiting our facility | Yes
5 |Marnings only | Access during weekday marning only Mo
6 |Visitor This tag holder would be for visitors Yes
7 "’

Figure 69 - Export of “Access Group” Screen data only

As will be seen the information shown in Figure 69 ties up exactly with the screen information from
which it was exported (see Figure 68)
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Toolbar — Settings — Edit Cost Code Colours

The menus shown in Figure 70 and Figure 71 enable you to allocate a colour to a Cost Code and a
Tag Status. Colour-coding Cost codes or tag status makes it easier to view this data in reports.
See example after Figure 71 below.

File Edit Tools | Settings Reports Service Manager Help
Edit Reader Icon Dimensions Edit Status Colours
Edit database location
Edit remoting information

Figure 70 - "Edit Cost Code Colours" menu

Toolbar — Settings — Edit Tag Status Colours

File Edit Tools | Settings Reports Service Manager Help
Edit Cost Code Colours
Edit Reader Icon Dimensions
Edit database location
Edit remoting information

Figure 71 - "Edit Status Colours" menu

@EXAMPLE: By clicking on “Edit Status Colours” a screen similar to that shown in Figure 72
below is produced.

x

Status |

INACTIVE
SUSPENDED

QK Cancel

Figure 72 - Edit Tag Status colours table

@If you double click on any line the colour palette shown in is brought up and allows you to
select any colour.
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Calor ‘_',"‘_[_)'_(_E

Basic colors:

it {i

W =

EFEEN

HThE

HEEE

Custom colors:

i N W W NN i

AREEEE o L,

Define Eustam Colars >3 | ColoriSolid mlﬂ_ ﬁ.ﬂ:lﬂ_

ok | cancel | P 1o Catsiom Colors |

Figure 73 - Colour palette

The result of a colour sort can be seen is the following screen Figure 74 which shows the list of tag
holders where the STATUS colour separation drop-down has been selected.

wae

wirg
S hall

Haokar [Capi]
ith Han

Tagihead Peop
Fhhak
fHind £ e Flark,

Toolbar — Settings — Edit Reader Icon Dimensions

This menu allows you to adjust the size of the proximity reader icons that are displayed on the
“Reader Display” tab of the main dashboard.
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File Edit Tools | Settings Reports  Service Manager Help

Colours »

Edit Reader Icon Dimensions
Edit database location k‘
Edit remoting information

Figure 75 - "Edit Reader Icon Dimensions" menu

The icon dimensions can be changed in Figure 76 below by using the scroll tabs on the RHS or by
typing in new dimensions directly.

[1® edit Reader Icon Dimensic x|
lcon Height: |1 10 ﬁ
lcon idth: I'I.ZD ﬁ

ok | cancel |

Figure 76 - Edit Reader Icon Dimensions

Toolbar — Settings — Edit Database location

File Edit Tools | Settings Reports Service Manager Help

Colours »
Edit Reader Icon Dimensions

Edit database location k

Edit remoting information

Figure 77 - "Edit Database Location" menu
4h Select database Xl

Databasze type —
0 MySaL

x|
Mext ==
_ Cocel |

Database type ———
€ MysaL
% Firehird ancel
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Look in: I () Lattice\Ware

Select the Firebird database to use
x| & @k B

I

k | =) Templmages
L < ] HiddenFirebirdDatabase. FOB

My Recert = Lattice\Ware.FOB
Documents Pat.FOE

Desktop

s

My Documents

wr
a
My Computer

-
Moty Metwark:

Places

File name: I j
Files of type:

| Firebird Databases (*.FDB) =l

Application closing.. EI

' ': The application will now dose, Please launch it again to effect the database change.

o |

Toolbar — Settings — Edit Remoting information

File Edit Tools | Settings Reports Service Manager Help
Colours »
Edit Reader Icon Dimensions

Edit database location
Edit remoting information

Figure 78 - "Edit Remoting Information” menu
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Z)

Server:

|PAT-DICKENS |
Paort: Cancel |

jaoo0

Remoting URI:
top://PAT-DICKEMS: B000,/ TandA

Toolbar — Load Reports
This menu will open up a “Reports” submenu which will allow you to create a range of reports

File Edit Tools Settings | Reports Service Manager Help

[

Figure 79 - "Reports" menu

A typical “Reports sub-menu” is shown in Figure 80 below. The report functionality is identical and
thus only one example of a report is given. In this case a report for “Tag Holders”

File | Reports  Window

Areas

Access Settings g
Cost Codes

Reader Event Log
Readers

Sites

Tag Transactions t !ﬁ

Tags
Time Periods
Units

Figure 80 - "Reports - Tag Holders" menu

When the Tag Holders Reports menu is clicked the system loads a report for the Tag Holders in the
system (see Figure 81).
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& fleport Viewer - [ Tag Hoklers =181 =i
ﬁ i Mepmts Wardow ST
— LN [order Ol |
e i | Hena =l|Emals =l | Mena _:I_"_'J rlim =] faranang _:_]_ﬂ
G0 - ONBBE | o= e [
|
Tag Holders

Tithe |First Name| HKbown As EEIIILW Emp ™ wmber Umit Hile _ Caost Coade Statws  |[Expiry Date|Birth Date

Mr Joe Jas Bloggs [0 Software |Centurion Tesd <mall> ACIIVE | DOOLQI/OL [IREQOLTI

enull= Sam erall> Browm “pull= “nnll> “null> “pull= Zrll> DOOLOLOL D00

Mr | Jonathan Tonty Bhodesdens iLE] Cncket  |Centuron Test]  2null> GUEST [T TR TR M T B

i Fane  |vimmigs Famie| De Viliens L Cocket  |Ceownen Tes] <aull> ACTIVE | DOQLGL/01 |IREROLTT

Mr Allan Allan Donaldson oaz Cricket  |Centurion Tesf <mull> | INACTIVE | 00000101 [1§B001/T1
M Famck Fat SV ORI Ly Cocket  |[Centumon Test]  <null= ACTIVE [ DOOLGTOT [IwE000 01 <

Ivix John Jehn Smitty L] Pugby |Centunom Tes| <aull> ACTIVE | DOQLQLOL |URE0OLTE

hdr Charles Charles Bronsoon a7 Perzonalides|Centurion Tesy  =wull= ACTIVE [ 00000101 (15800101

Mhss | Bnadget Hndpel Hardotte [{[E] Perconalines|Centunon Tes)  <pull>  [5USPENDED | 000LOTUT [I¥EL0LTT

Mz David David Kramervills [EH Perscnalives|Centunon Tesl  <aull> ACTIVE | DOQLGL/OL |IREQOLDT

M Steven Sleve Holmeyedl Qo3 Personalives|Centunion Test  <gull> ACTIVE | 000LQLOL (FREDQLDL

=nuli= Faul =null= “White =null= =null= =null= =mull= =rall= [T N ST

1]

o

Figure 81 - Tag Holders report screen

From this screen it will be seen that there is the functionality to be able to FILTER and ORDER the
information in the screen.

For example assume we want to list only tag holders who belong to the UNIT called “Cricket” and
have a status of “ACTIVE”. At the same time you want to sort in ascending alphabetic on Surname.

We would thus have to create two filters. One filter would be set up for filtering on UNIT and the other

on STATUS.

NOTE: @

Additional filters are created by clicking on the (il) icon.
Click on APPLY get the report to apply any filters or sorts.

Click on CLEAR to go back to the original information that is loaded from the database.

Click on = .to print the report to a printer.

Click on one of

'to list multiple pages at a time.

Click on the zoom button
for better visibility.

. allowing the main screen information to be enlarged or reduced
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gL Vit o« [ Tay Iaskiess] J:J.Elj.li
FET gl x|
g || P00 S | e S ]
|I.Iu BT | st | e 3 |5ut'|nu | |aszpadng 3:1
— S o 2 s
BL-DDEB®E | o o |
=
Tag Holders
Tithe [First ¥auae] Kmown As | Suraame Etnlemher Unii Slne et Code] Status |Expiry Date]Birth Date
M Fanie Vinnige Fanie Te Viler: ] Cricket|cenmuon Tem| =oull> |ACILVE| o0l b1el |1 gl
Mr | Pamick Pai F‘:}mmﬁm in L] Cricket|Cenmurion Test| <null> JACTIVE | 00010101 [I980°01 0
o J o

Figure 82 - Tag holders sorted and filtered.
Toolbar — Service Manager - Bootload Devices

This menu allows you to revise the firmware on the readers if or when revisions occur. Centurion will
make available to its customers the latest version of firmware free of charge. This firmware which is
in encrypted form, will be available for download from the Centurion web-site www.centsys.co.za or
could be emailed directly if required.

NOTE: You have to be linked to the L1000 controller and any of the Lattice Slave heads (LSH’s) to be
able to perform this function.

File Edit Tools Settings Reports | Service Manager Help

Bootoad Devices
Edit COM Port h
Sync PC->Controller

Figure 83 - Bootload devices menu

@Clicking on the “Bootload Devices” menu opens up the screen shown in Figure 84
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2 Conturion Bootioader =Ty
= | >
Open | Send | Stop | Get.. | Upd: | Bea.. | BLOn | BLGF | Mol
— Target Address Upgrade Information
B, o R
—Code Versions —— Product Versions ————
Product [ | Product [
Firmware: [ || Firmware: [
Hardware: [ | Hardware: [
Processor: Serial No:

Figure 84 - Bootloader main screen

@Click on OPEN.

This will open up a browse window to enable you to search for the version of firmware which you
wish to download.

The browse window shown below (Figure 85) shows a range of firmware versions for the LSH. In
this case, version LSH 1_0_10 has been selected.
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Loak in: IE}Encn,fpted Firmware j = & ER-

L5H 1_0_5.ENC
L5H 1_0_7.ENC
LSH 1_0_8.ENC
L5H 1_0_9.ENC
LSH 1_0_10.ENC
L5H & Release.enc
L5H 7 A.ENC

L5H 7 Release.enc
LSH 8 Release.enc

My Documents

Wy Computer

b8
T el Tile name: [LsH1_0_10
Flaces

Lef Lo
f

Files of type: IEncr-_.rpted File ".enc)

Figure 85 - Firmware browse window

@Click on OPEN.

The condensed screen in Figure 88 shows that the code to be loaded is as follows:
Product (AEU) - this is a unique alphanumeric allocated by Centurion to each of its
products
Firmware version 1.0.10
Hardware version 3.0. This is related to a particular printed circuit board revision which
may have special requirements as far as code version that can be downloaded.
Microprocessor family e.g. PIC16F876A

The system has also identified that it will start at LSH reader 1 (Target reader)
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= | > |
Open | Send | Stop | Get... | Upd.. | Bea.. | BLOn| BL1
— Target Address
“T T =] I Multiple Devices |
—Code Versions ———— | Product Versions ————
Product [AEU~ | Product [
Firmware: |1.0.10 Firmware
Hardware: |3.0 Hardware
Processor: [PICTEFE7EA Serial No:

Figure 86 - Firmware code loaded

@Click on the button marked “BL On” (Bootloader On) and the screen is updated to show the
actual software loaded into the Product in question. The firmware version is 1.0.008 and the
serial number is 26.

= |
Open | Send | Stop | Get .. | Upd... | Rea... | EL On| BL!
— Target Address
mm m ] | th;aleDfmcﬁl
—Code Versions — | Product Versions ——— |
Product: [AEU" | Product [AEU
Firmware: [1.0.10 Firmware: [1.0.008
Hardware: |3.0 Hardware: {3.0
Processor: |FICTEFE7EA Serial No: |28

Figure 87 - Product firmware code actually loaded
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@Click on “Send” once you are happy that the product and code versions are acceptable. The
system will then go through a process of erasing the old firmware, and writing the new version to
the memory. The screen below (Figure 88) shows the results.

@ Centuirion BooHoader i

= | -
Open | Send | Stop | Get ... | Upd... | Rea... | BL On | BL Off| kulti..
— Target Address |Ipgrade Information -
mm [ =] I Multiple Devices |
—Code Versions ——— 7 Product Versions ————
Product [AELT | Product [AEU
Firmware: [10.10 | Firmwere: [l0.010
Hardware: [30 | Hardware: [30
Processor: |P|C1EF3?5A Serial No: [26
Erasing device_____.______. Erese complete.

Writing program memory. - -
EEPROM wersion updated.
Firmware wersion updeted.
Hardwere wersicn updated.
Product code updeted.

Sending successful on address 1
Time taken: 0:00:45

Figure 88 - "Successful bootload notification" screen

NOTE: If there are multiple readers on the site, each reader will be done separately. During the
bootload process the complete network will be shut down. This will be seen on the “Reader” tab
where all readers go Offline (i.e. red)
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REMEMBER to click “BL Off” and to exit the screen when complete to allow the system to reconnect.

NOTE: It is possible to bootload only certain readers in a multiple reader site by using the “Multiple
Devices” button. The following screen (Figure 89) shows the devices (readers) on the system. The
readers highlighted in green are those on the system. Thus, in this example, only device 1 is
available.

@Click on those readers which you want to update.

2 select Multiple Devices N =10l x]

Devices | =
[ Device at address 1

[ Device =t address 2

[ Device at address 3

[ Device at addrese 4

[ Device at address &

[ Device at address &

[ Device at address 7

[ Device at address 2 ==
[ Device =t address §

O Device =t address 10

[ Device at address 11

O Device at address 12

[ Device =t address 12

[ Device at address 14

[ Device at address 15

O Device =t address 16 ﬂ

W T -

Figure 89 - Bootload Multiple Devices

NOTE:
The icon (ﬁ) will automatically select all devices.
The icon (ﬂ) will automatically de-select all devices.

Toolbar — Service Manager Edit COM port

This menu allows you to select the serial port to be used for commection to the Take UP Head (TUH).

File Edit Tools Settings Reports | Service Manager Help

Bootload Devices

Sync PC->Controller !

Figure 90 - "Edit COM Port" menu

@Click on the “Edit COM Port” menu and the following screen will be shown. (Figure 91).
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@Click on the required Com Port.

X
—Comm Ports

F Comm 1 f' Comm &4

" Comm 2 " Comm 5

" Comm 3 " Comm 6

| ISE Device

[ ok | cancel

Figure 91 - COM port select

Toolbar — Service Manager Sync PC->Controller

This menu allows you to synchronise the information stored on the LatticeWare database on the
computer to the L1000 controller.

WARNING: Do not use this menu unless you are sure that the LatticeWare database and the L1000
controller information are meant to be synchronised. E.g. you have to be cautious because it is
possible to take the database from one site, and force the tag information on to a L1000 controller
which was set up with some other database.

NOTE: The computer needs to be linked to the L1000 controller for this menu to work.

File Edit Tools Settings Reports | Service Manager Help

Bootload Devices
Edit COM Port
Sync PC->Conftroller

Figure 92 - "Sync PC->Controller" menu

@When you click on “Sync PC-> Controller menu the system will immediately start
synchronising, tag by tag. This process can be monitored, at the bottom of the screen, in the
message bar located just to the right of the bar that shows the currently logged-in user
(“administrator” in the example shown below).

At the end of the synchronisation the message bar will indicate that the process is complete (see

Figure
93.
ladministrator _[Synchronisation Complete . T

Figure 93 - Message bar
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Toolbar — Help menu

This menu is useful if you wish to find out what version of LatticeWare software is loaded.

File Edit Tools Settings Reports Service Manager | Help

Figure 94 - "About" menu

@Clicking on the “About” menu lists the LatticeWare software version as shown in Figure 95
below.

X

' Copyright Centurions Systems (Pty) Ltd 2006
[ LatticeWare Yersion 1.0.3

oK |

Figure 95 - LatticeWare Version screen

Readers tab

This tab shows details of readers existing in the network. See Figure 96 below.

;9_ LatticeWare ) -0l =]
File Edit Tools Settings Reports Service Manager Help

Tag Hcldersl Tags I Reader Display Readers |Areas I Transactions I Reader Logl Doar I'U'Ionitorl Linits I Time Periods I Access Gmupsl Access Mappir 4| *
+| |2 Q=]
Head MNumber I Mame I Description | Area From | Area To |
CCND Reception (Con) Door from Reception to Admin Office Reception Admin
5H 1 Admin (HO1) Admin to Reception Door Admin Reception
SH 2 Sales (HOZ) Sales to Reception Reception Sales
Transaction Time | Tag Mumber | Tag Holder | Reader Name | Area From | Area To | Access Status
4| | ol
administrator | 'Reception (Conl (Dlisoffiee. | e

Figure 96: Screen showing details of readers connected to the network

Reader Display
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This tab gives a more pictorial view of the various readers connected to the system. It is ideal for
security personnel for monitoring purposes of the status of the access control system. See below:

=11

File Edit Tools Settin Service Manager | Help
| Readers I Areas I Transadionsl Reader Log I Door Monitorl Uriits I Time: Periodsl Access Groups | Access Mappir 4 I L4

Tag Holders I Tags

Key =
° ﬂ MNormal Awxillizry Output activated
Admin (HO1) Sales (H02)
oo O 1 . ¥ e =
d 0 Head No: 1 Head No: 2 SuziribilEudits et
Door Forced Open
Door Open

%: Open Alarm Active

Open Prewarn Alarm Active
[ ] Fire Alarm Activated

Free Exit Activated

@ Main Relay Activated

[P] Panic Bution Activated

[ 1] ASiC Eror T

Transaction Time | Tag Number | Tag Holder | Reader Name | Area From | Area To | Access Status
1] |
[sdministrator  [Synchronisation Complete Sales(HIZV isoffine. ] nnnnnnmm =

Figure 97: Screen showing reader Monitoring view

It will be seen that only two heads are currently operational (blue). The Sales (H02) is either not
connected or Off-line and is shown in red.

The key on the right hand side of the screen shows all the possible alarm states, or signals, that can
be monitored.

The following condensed screen (Figure 98) shows multiple error messages. In this case, it shows

Ll

that the door between the Reception and Admin area has been “forced open” !

“‘open” .

Tag Holders I Tage Reader Display I Readers I Areas I Transac.‘tiunsl

Ol®)|

, and is in fact

Reception (Con) | Admin (H01) Sales (H02)
Head No: 0 Head No: 1 Head No: 2

il

Figure 98: Screen showing status flags at various readers

It is possible to edit a reader by right clicking on a reader and accepting the “Edit Reader” prompt, (or
simply double click on a reader) and a screen similar to that shown in Figure 99 or Figure 100 below
will be produced.
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The information in Figure 99 pertains to the L1000 controller only, while Figure 100 shows information
on the Lattice slave heads (LSH). As will be seen the information is virtually identical. Specific
mention of LSH features will only be made where specific differences occur.

£5 Edit details for reader: Reception (Con) - Doc to Adm =3 x|
[ Reader Seftings Primary Channe! Parameters | Secondary Channel Parameters |
Mame.”
IHBCEF""D"' {Con} Channel Name:|Primary Channel
Description: —Channel 1 Areas
Door from Reception to Admin Office Area From; IRecepﬁon "I Area TD:I:'-\dI'I'Iin ’I
—Relay 1 Time
—Head Number |3 3: PULSE Time in Seconds
m r—Door 1 Hold Off Time
10 =4 Seconds before door forced sensing is re-enabled
FRX/FIRE/PANIC: |F.-ee Exit (FRX) j e T Nt G T
I¥ Buzzer on Tag Activation [i0 =] Seconds door allowed apen
II:Srrﬂ'tSwitchonCHDLjne =
Smart Switch on Alarm Line » ;
% On Fire Alarm Open Door |15 3 Semﬁ%efwedowopenaﬂa’mhggeq‘s
[¥ On Fire Sound Local Alarm ol et T
[¥ On Fire Sound External Alarm [0 =] Alarm Time in Seconds
¥ On Panic Sound Local Alarm —Door 1 Forced Alarm Time _ll
¥ On Panic Sound External Alarm lﬁ =] oFF
I~ Only Admin Tag Clears Door Forced Ingication | | - Door Open il
[ Lock Door On Open ¥ External Alarm on Docr 1 Left Open
I¥ Enazble Door Sense I¥ Local Alarm on Dioor 1 Left Open
Low Voltage \warning Level ——— | | —Door Forced Open
11.4 = Wolts [™ Externzl Alarm on Door 1 Forced Open
¥ Local Alarm on Door 1 Forced Open
IW‘E‘ Eﬁ Controller Erightness
. Channel operates: IF!eIa"x‘r j
Controller Monitors IPrirnar:.r Channel j
Edit Tag Associations | Firmware Version: IOFFLIHE
Edit Ofline Assooiations | m' Hardware Version: [OFFLINE

Product Code: OFFLINE

oK | i |

Figure 99: Screen showing Editing of the L1000 controller only

Page 89



LatticeWare Software V1.0.3 3 @ CENTURION

Xl
— Reader Settings Primary Channel Parameters | Secondary Channel Parameters I
Mame.”
IAlelin (HOT} Channel Name: |Primary Channel
Description: —Channel 1 Areas
Admin to Reception Door Area From: I:'-\dmin 'I Ares TD:IRBDBDNDI'I 'I
—Relay 1 Time
Head Number [~ =] PULSE Timein Seconds
“ =] Dipswitches: m —Door 1 Hold Off Time
|'ID Ej Seconds before door forced sensing is re-enabled
FRXFIREIPANIC: [Free Bt (FRX) 2 Ll = Allowed Open Time
[+ Buzzer on Tag Activation |1 0 Ej Seconds door allowed open
™ Smart Switch on CHD Line —Door 1 Open Pre-warn Time
[ Smart Switch on Alarm Line ﬂ Seconds before door open alarm triggers

¥ On Fire Alarm Open Door
¥ On Fire Sound Local Alarm

—Door 1 Open Alarm Time

¥ On Fire Sound External Alarm |3D 3: flovas s =oies
[¥ On Panic Sound Local Alarm i Door 1 Forced Alarm Time _\l
¥ On Panic Sound External Alarm |3|} E: Alarm Time in Seconds
[~ Only Admin Tag Clears Door Forced Indication — Door Open _"l
[~ Lock Door On Open ¥ External Alarm on Door 1 Left Open
¥ Enable Door Sense ¥ Local Alarm on Door 1 Left Open
Low Voltage Warning Level ————————————— —Door Forced Open
’711.5 = Yolts [ External Alarm on Door 1 Forced Open
¥ Local Alarm on Door 1 Forced Open

Oﬁinehgs:ID out of 40

Edit Tag Associations |

Edit Offine Associations |
Product Code:

oK | e |

Figure 100 — Screen showing Editing of LSH details

Add/Edit Reader information
The following explains the setup of the various fields shown in Figure 99.

Name:

This is a compulsory field to identify the reader. It can be given a name such as Reception (in this
example, the information in parenthesis “Con” indicates that this reader is the L1000 controller).
“Con” might be easier to show on a sketch of a site.

Description:
This is a more detailed description of the reader. E.g. Door from Reception to Admin Office.

Head Number:

This is a compulsory field and is the number of this reader (The Master L1000 reader (head) is
defined as 0 and the Lattice Slave Heads (LSH’s) must fall between 1 and 31). The binary code of this
reader is shown beneath this field (only in the case of the LSH’s) and is created automatically based
on the decimal value of the reader. This binary value ties up directly with the DIP switch settings on
the LSH’s of the access control system. (See instruction manual for L1000 system for more details).
E.g. a LSH with decimal number 9 would be binary number 01001 and the DIP switch would be set
OFF-ON-OFF-OFF-ON.

FRX/FIRE/PANIC:
Because of the limited number of terminals for wiring a decision has to be made if the FRX-FIRE
terminal is going to be used as a free exit input, a fire contact, or a panic contact.
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Buzzer on Tag Activation checkbox:
If checked the buzzer on the reader will sound every time a tag is presented to the reader.

SMART Switch on CHD line:

If the box is ticked the system expects to have a Centurion SMART Switch 2 connected. The SMART
Switch improves the security of the system. (Contact Centurion for further details on the SMART
Switch)

SMART Switch on Alarm Line:
If a Centurion SMART Switch 2 is available it is possible to link it to the Alarm line for improved
security.

On Fire Alarm Open Door:
Tick this block if the door must open if the system has been configured for Fire Alarm and the fire
contact is closed.

On Fire Sound the Local Alarm:
Tick this block if the reader buzzer must sound if the system has been configured for Fire Alarm and
the fire contact is closed.

On Fire Sound External Alarm:
Tick this block if an externally connected Alarm or siren must sound if the system has been configured
for Fire Alarm and the fire contact is closed.

On Panic Sound the Local Alarm:
Tick this block if the reader buzzer must sound if the system has been configured for Panic and the
Panic contact is closed.

On Panic Sound External Alarm:
Tick this block if an externally connected Alarm or siren must sound if the system has been configured
for Panic and the Panic contact is closed.

Only Admin Tag Clears Door Forced Indication:
Tick this block if you want the door forced alarm to be reset using ONLY an Admin tag. If un-ticked
any tag will reset the alarm.

Lock Door on Open:
Tick this block if you want to apply a continuous “open” pulse to the relay contact.

WARNING: care must be exercised with the type of lock used. Some solenoid locks will not tolerate a
continuous DC pulse applied to them and will burn out. Magnetic locks, however, are ideally suited
where this type of functionality is required.

Enable Door Sense:
Tick this box if you wish to fit a door contact which gives a signal to the reader that the door is open.
The contact must be closed when the door is closed.

Low Voltage Warning Level:
It is possible to set the trip point at which the system will indicate a low voltage on the reader. This is
useful if readers have different volt drops due to wiring lengths.
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Controller Brightness:
The brightness of the display on the L1000 can be set from 20% to 100%.

Offline Tags: (applies only to the LSH's. See Figure 100.

The LSH’s will only operate on a maximum of 40 tags when the LSH’s are disconnected from the
L1000 controller. It is, therefore, important to decide which 40 tags will have access (i.e. when the
number of tags in the system exceeds 40). The tags that need to be flagged as “valid in an off-line
situation” are marked by clicking on the “Edit Offline Associations” button. A screen, similar to the
following, will be produced. Mark the tick boxes of the tags that need to be flagged.

E'_#Tags with offline association to Reader - 0| x|
Tag Mumber | Sumame I Prefemred Mame | First Mame
[ 117538667 Donaldsan Allan Allan
[ 117535851 De Villiers Yinnige Fanie Fanie
[ 117535575 Smitty John John
O 117536043 Rhodesdene Jorty Jonathan
[ 117536044 Symcoxman Pat Patrick
[ 117636078 Bardotte Bridget Bridget
[ 118335766 Bloggs Joe Joe
1123359731 <null= anull= <null=
4243736203 <null= znull= null=
O 51231052 <null= <null= <null=
ol | 3|
g ok | cancel |
[tems Y
Figure 101 - Tags with Offline associations

Controller Monitors:
There are three options available via a drop-down:

Primary Channel

Secondary Channel

Both Channels

If “Primary Channel” is selected, it is assumed that the door contact applies to, say, Door 1
only. You will be able to set all the timing parameters for this channel. The Door hold-off
times, etc, for the secondary channel are then, automatically, greyed out.

0 The Secondary Channel can still be used (e.g. you may wish to turn on an entrance
light or a video recorder to record who has just tagged in at the reader). The door relay
time can be set to, say, 2 seconds and the light could be left on for a minute.

If “Secondary Channel” is selected, you have an almost identical situation to “Primary
Channel” but you would normally select this option because a high security site is envisaged
and a Centurion SMART Switch 2 is being used to control the main gate or door.

0 The Primary Channel (i.e. relay output) could then be used to switch on the light, as
discussed above.

If “Both Channels” is selected then the controller is typically being used to control two separate
doors. E.g.

o Door 1 could be controlled by the relay and would be considered as the Primary
channel, while Door 2 would be connected via the CHD output and would be the
Secondary Channel.

0 A door monitor contact could be wired to each door, but because there is only a single
“Door In” contact on the controller, the N/C (normally closed) contacts would be wired
in series.

0 The controller will be able to monitor that Door 1, or Door 2, or “Both” doors are open,
but cannot differentiate between the options.
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WARNING: Be aware that, in this configuration (i.e. Both Channels), it is possible to force one of the
doors while the other is open, and NO door forced alarm would be given. If security it paramount then
two readers must be employed.

Edit Tag Associations:
Clicking on this button brings up a list of existing tags which are valid on this reader. See Figure 102
which shows all the tags with access to this reader.

_iBix]
Tag Number | Sumame I Prefemed Mame | First Mame
117635667 Donaldsan Allan Allan
117635851 De Villiers Yinnige Fanie Fanie
117635975 Smithy John John
117636043 Rhodesdene Jorty Jonathan
[ 117536044 Symcoxman Pat Patrick
11763607 Bardotte Bridget Bridget
118335766 Bloggs Joe Joe
1123359731 <null= anull= <null=
4243736203 <null= znull= null=
O 51231052 <null= <null= <null=
ol | 3|
creed 7 [ ok | cance | .

Figure 102 - Tags with Access to Reader

Channel information and setting is shown on the right-hand side of the screen. To check or edit
Primary or Secondary channel information click on the associated tab at the top of the screen. The
following parameters can be set:

Area From:

This is a compulsory field and is a means of determining the direction of flow of traffic that this reader
serves. Thus tag-holders would be moving From this area (Reception) To the area shown in the next
field.

Area To:
Shows the area to which a tag-holder would be moving (e.g. Admin) when this reader is used. This is
a compulsory field.

Relay 1 Time (Primary Channel):
This is the time that the relay remains energised when a valid tag is presented. Time can be adjusted
from 1 to 255 seconds. If the time is set to O seconds, the relay becomes a latching relay.

Relay 2 Time (Secondary Channel):

With Lattice Slave Heads (LSH’s) a decision has to be made whether the on-board relay, or the
SMART Switch output, is to be used. Only one may be selected. With the L1000 reader head both
relay 1 and relay 2 can be controlled.

Door 1(2) Hold Off Time:
This is the time is seconds before the door forced sensing is re-enabled. (Can be set to OFF if time =
0 seconds)
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Door 1(2) Allowed Open Time:
This is the time in seconds that the door is allowed to be open. (Can be set to OFF if time =0
seconds)

Door 1(2) Open Pre-warn Time:
This is the time in seconds before the door open alarm triggers. (Can be set to OFF if time =0
seconds)

Door 1(2) Open Alarm Time:
This is the alarm time in seconds. (Can be set to OFF if time = 0 seconds)

Door 1(2) Forced Alarm Time:
This is the time in seconds that the alarm rings if the door is forced. (Can be set to OFF if time =0
seconds)

External Alarm on Door 1(2) Left Open:
Tick this block if the externally connected alarm buzzer must sound each time the door is left open.

External Alarm on Door 1(2) Left Open:
Tick this block if the externally connected alarm buzzer must sound each time the door is left open,
after it has been opened normally using a valid tag.

External Alarm on Door 1(2) Forced Open:
Tick this block if an externally connected alarm buzzer must sound each time the door is forced open.

Local Alarm on Door 1(2) Forced Open:
Tick this block if the reader’'s own alarm buzzer must sound each time the door is left open, after it has
been opened normally using a valid tag.

External Alarm on Fire Activation:

Channel Operates:
There are 4 options:
Neither Output
Relay (i.e. only the relay output)
CHD (i.e. via the SMART Switch)
Relay & CHD (i.e. both outputs trigger)

Get Versions:

The software and hardware information pertaining to the readers can be read off the readers when
they are on-line.

Transactions

This screen (Figure 103) shows the transactions that have taken place during the time specified.

As can be seen, readers that grant access to tags are shown in green and those that are denied are
in red.

NOTE: If you hover your mouse cursor over entries in the lower portion of the screen a message
balloon will provide additional information. E.g. In the example shown the mouse was hovered over
the third line visible in the “Access Status” column.
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The comment “Tag 118340450 does not have access to reader 1” gives you immediate information
that this tag has not been set up for operation on the Admin reader (HO1). It is then easy to double-
click on the tag in the “Tag” column and check that this tag does have access to the reader.

Sratticeware =lof x|
File Edit Tools Settngs Reports Service Manager Help

Tag Holders | Tags | Reader Display | Readers | Areas  Transactions |Header Log | Door Manitor | Units | Time Periods | Access Groups | Access Mappir 4 [»

El Select period; ILast hour -]

| Tag Number | Reader Name | Area From | Area To | Transaction Time | Access Granted | Comment |A

ftey | 118335791 Admin (HO1) Admin Reception 2006/09/1503.04. 15 PM Mo Access groups a...

nd... | 117581275 Admin (HO1) Admin Reception 2006/09/15 03.04:12 PM Yes

ke | 118340450 Admin (HI1) Admin Reception 2 5 03:04:10 PM Mo Tag 118340450 ...
Ch.. | 118335728 Admin (HO1) Admin Reception & 5 03:04:07 PM Yes

ftey | 118335791 Reception {Con) Reception Admin 2 5 03:00: fes

id... | 117581279 Reception {Con) Reception Admin 2 h02: fes

ftey | 118335791 Reception (Con) Reception Admin 20060915 02: Yes

de | 118340450 Reception (Con) Reception Admin 2006/05/15 02 Yes fum
Ch... | 118335728 Reception {Con) Reception Adrrin 2006/09/15 02 fes

nd... | 117581275 Reception {Con) Reception Adrmin 2006/09/15 02: Yes

nd... | 117581279 Reception {Con} Reception Admin 200 /15 02 Mo Tag does not ex...

rin. .. | 117581279 Reception {Con) Reception Admin 6/09/15 02:56: / Mo Tag does not exi... |LI

4 »
Transzaction Time | Tag Number | Tag Holder | Reader Name | Arza From | Area To | Access Status | -

2006/09/15 03:04:15 PM | 118335791 White, Whitey Admin (HO1} (1) Admin Reception Time-bamed

\/ 2006/09/15 03:04:12 FM | 117581279 | Bardotte, Bridget Admin (HOT) (1) Admin Reception Access Granted —
& 2006/09/15 03:04:10 PM | 118340450 Brown, Diarkie Admin (HOT) (1) Admin Reception | Access to reade. .

\/ 2006/05/15 03:04:07 FM | 118335728  Bronsoon, Cha... Admin (HO) (1) Admin Reception & Srantard

2006/05/15 03:00:13 PM | 118339791 e R 2218340450 does not have access to reader 1]

+ 2006/09/1502:55:00 PM 117581279 | Bardotte, Bridgst = Reception (Con} {0} = Reception Admin Access Granted

_/ 90NE/NG/AK N7-50-57 DM | 119326761 Whita Dl Panantinn iCank iMh | Barantinn AArmin Moo Craritard LI
|administrator [N connection to controller. b o NI a——

Figure 103 - Transactions recorded

By selecting a different time and date, transactions during the new selected period will be shown.
NOTE: Only a 1000 transactions are shown even if a long period is selected. To get the full database
it is necessary to go to the reports menu and select the information that is required by using the
various filters. (see Figure 79 - "Reports" menu on page 78).

Toolbar — Reports
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Company Details

Additional information on this and other products can be obtained from:

Centurion Systems (Pty) Ltd
P O Box 506

Cramerview

2060

South Africa

148 Epsom Avenue
North Riding
Gauteng

Tel: +27 (11) 699 2400
Fax: +27 (11) 704 3412
Email: info@centsys.co.za
Web: www.centsys.co.za
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